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1. Overview:
» NextGen Protocol Framework (NGPF) is Ixia’s new protocol framework.
» Upgraded from the classic protocol framework.
» Built to meet and stay ahead of customer requirements in flexibility and scalability.
» Designed to provide consistent and visual workflow across all protocols.
» Designed to more closely simulate dynamic customer environments.
» Industry leading access,routing and SDN protocol coverage.
» Realistic subscriber emulation of mixed single and dual-stack subscribers.
» Flexibility of scaling the number of emulated devices by using the multiplier feature.
» Granular session control by using configuration grids.
» System level statistics dashboards with on-demand drill-downs.

» Comparable feature set with IXN2X.

2. Configure BGP through GUI:

This section will walk through a scenario which configures BGP emulation manually to get the user
introduced with most of the basic features of NGPF.

2.1 Add Chassis and Lock Ports:

» The Port Selection window allows you to manage the ports

WIODBE- - %k 2-®x - Ela -

. Automation Results / Reports Views

Click Home ) ‘ @ oz B T
o 0p (|
Add Add Add Add Resource Test Cle
v P-DI'tS" Protocols *  Traffic + QuckT&st" r-.’lan-:;guf:r'r Options Stal

R rﬂ: Add Ports R
Ove Add Offiine Port
ol Overview N Click Add
=0 Scenario 0 Ports Ports

Fig 2.1 Selecting Ports
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» Select chassis by entering chassis IP or select chassis from the list of recently used chassis and
click Connect all checked to add them to the configuration.

E Port Selectio

Chassis{ =5 Add Chassis )00t 20 0 More~ All ports Ports in configuration =9 Add Offline Ports |
- - : :
Click Add Chassis ) State Name
[} L] 192.168.52.128
[ Add Chassis *
Connect all checked
(&) Chassis Mame or IP { 10,1341 62.4d
For multiple chassis use comma
\_J Recently Used Chassis Enter Chassis IP _)
L] 192.168.52.128
Cancel
Fig 2.1.1 Selects chassis by entering chassis IP
IDEE-&-%- 2-® &l -||:| (il €3 1= [xNetwork (TCL:009 SDM:9009 REST: 11009 REST Session:1] [default_pramadm.7144.ixncfg]
Home Automation Results / Reports Views
Tk O
v & X BH B E %
cicTest Add Add Add Add Resource Test Clear All
N Ports~ Protocols * Traffic * QuickTests » Manager~ Options Statistics *
- —| [ Port Selection - m} X =
i | -
il Overvies - ‘ Chassis | 67 Add Chassis | 3¢ 55 e | Morev Allports Ports in configuration 57 Add Offline Ports Alporis ~|| ]
o8 Scenario
Chassis/Card/Port Type Owner State Name: Chassis/Card/Port Resource Group
7 O Ports - @ 1921 g 05.2.30.1350.13 EA, Protocol8.30....
£y Chassis + B 2 PORT lxia Viftes
@ Port 01 bda Virtual Port ho/
63 Protocols Ixia Virtual Port
AL Click Add Ports

) Impairments
- QuickTests

i Captures

Select Ports ) _, = i

1 il ] 4 ]

I

Fig 2.1.2 Port selection
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2.2 Add Topology:

» An IxNetwork instance supports one Scenario, which can contain multiple topologies. Each
Topology is a collection of one or more test ports. Each port in a Topology is bound to a
physical or virtual port and individual ports can be added or removed.

MO EE-@-2-Pp 2@ %l v|g£§|= IxNetwork {TCL:B009 SDM:900% REST:11009 REST Session:1) [defau

Home Automation Results / Reports Views Scenario Layout

_ % ew Device Gro v ¥ =] | K

= ew Protoco 4 Paste 4 e =

ato o Actions Apply Mew Test Delete Test Resource  Save As
= ter = Changes Topology Mew Network Gro: Options *1| Rename Scenario C Manager = Image...
Actions Build Edit Test Resource
|]|] Owerview /\
> [ =T ==
- s . .
° i Click Scenario .
2% Chassis —r Click New
p—
- @ Protocols
E?l Pratocel Interfaces
[ Protocal Wizard — O *
0 Ixia Ports —
- - O
| Chassis | 5 Add Chassis | Allports ~ | ‘ Portsin New Topology ‘
Chassis/Card/Port |Type |Owner | Status | Name | Chassis/Card/Port |
- (@ 19216852128 1x05 8.30.1350.13 EA, Protocol8.30....
» BB Card 01 2 PORT lxia Virtual Load Module

Click Append ports )

al

[T | 3

Ports in Configuration % Add Offline Ports %

R

( Click Next - ]
=
Cancel

Fig 2.2 Topology with selected ports
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2.3 Emulate a Protocol:

» The Protocols page in the Protocol Wizard allows you to select the protocols in the Topology.
The Protocols page lists the available Classic and NextGen protocols under respective tabs.
Click NextGen, select required protocol for the test.

» Presents all supported protocols in Next Generation Protocol Framework in a single window.

I Protocol Wizard - X

/" 1ia Ports

Classic NexGen

Frotocols Allthe pratocols you kndy

P Better scaling, more control
with familiar features

Quick Select Protocols
Pratocol Wizards o/

(lick NextGen

|| Ethemet LI IPvd || IPv4 Loapback L|IPvé |_JIPv6 Loopback

|| GREolPv4 || GREalPv

|| ANCP || DHCPv4 Client || DHCPy4 Relay Agent || DHCA Server || DHCPv6 Client

|| DHCPVE Relay Agent | Lightweight DHCPVE Relay Agent |_| DHCPV Server || 1Pv6 Autoconfiuration | JL2TP Access Concentrator
|| L2TP Network Server || BPRoX Client || PPReX Server

|| Fabric-Path LJTRILL L VKLAN || Geneve |_/BGPEVPN VXLAN

|| BGP EVPN VXLAN VPWS

|| Basic LDP L/ mLDP || Basic LOPvG || Targeted LDP | Tergeted LDPvE 3
LIRSVP-TE LI RSVP-TE (P2MR) | Static-MPLS LI MPLSOAM

LILDPPWARLS LJLDP Other PWs |J LDPVPLS using BGP AD LI BGP VRF/GVPE |_JBGPVPLS L2Site

|| BGPAD for LOP VPLS |IBGPEVPN || BGP PRB-EVAN || BGP EVPN VRWS |_IBGP mVRF

|| 1GMP Host LI IPTVd || IGMP Querier Click LIIPTWE

L MLD Querier [P [Pt Required Protocol

L|EDud ET; J8Gp- L/R543
N~

|| OSPR2 |/ OSPR3

LIPCEd LI PCCvd LI GpenFlow Controller LI OpenFlow Switch | OVSDE Con
] OVSDB Serier ] Custom Protocal LI IPeSREt Click Finish o
Prev Cancel

Fig 2.3 Selected BGP protocol
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2.4 Device Group Multiplier:

» A Device Group has similar Devices per test port. A Device can be a router, host, switch, and
so on. It can run multiple protocols and protocol stacks.

» A Device Group count is the number of instances in the group. A configuration can be scaled
by modeling a group of n Devices per test port by changing the multiplier.

Topology 1 z
—_— e e e e = — — — % MNew Topology

Ei Dewvice Group 1
10 dewices

| . ..
] dIt
' BE Reec | Multiplier 10 Edit Multiplier
: TPt 1 1
| [T — : Per Port 10 Y J
W . Total 10

L] Cancel

Fig 2.4 Emulate number of devices by using device group multiplier

2.5 Edit Protocol Grid:

» The protocol stack displayed in the Scenario view is interactive. Click on a particular protocol
stack, edit the values according to the requirement.

Topalogy 1 - /\
_______ opalogy1______ /_; ] B vew Tepoiogy

I

1

I . -

I vice

[ I | ! g

[ | e

i () it

! : Etharnex 1 ~ -

[ ——. ' Click IP Stack )
I

Details for IPv4 1

Protocol Settings > ¢| 1Pv4 | Global Settings > < 1Pv4 | r Click to change IP \
Grouping Device Group | Topaology Device# Status Session Info dre f address

3y MAC | Manual Gateway MAC
(= IPv4 1: 1ports Device Group 1 Topology 1 > Wl 1 Mot Started 00:00:00:00:00:01

[=] Ethernet -WM -001 Device Group 1 Topology 1 J» W #1 @ Mot Started

Pattern
Single Value
ﬁ Increment

Al | 1Pva E% pecrement
'% Random
(=] Random M

| & || select views.. | [#lll custom Distribution

% Custom

._'l_.; Fle

13 Subset

Owvenwrite manually changed rows

Cancel

Fig 2.5 Configuring interface sections
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2.6 Configure BGP:

» Configure Interface IP Address to 20.20.20.2 and Gateway Address to 20.20.20.1 in device
group 1 IP stack by using method 2.5. Configure Interface IP Address to 20.20.20.1 and
Gateway Address to 20.20.20.2 in device group 2 IP stack using by method 2.5

» Similarly configure Local IP to 20.20.20.2 and DUT IP to 20.20.20.1 in BGP Stack in device
group 1 by clicking the BGP stack. Configure Local IP to 20.20.20.1 and DUT IP t0 20.20.20.2 in
BGP Stack in device group 2 by clicking the BGP stack.

2.7 Add Network Group:

» A Network Group represents a set of L3 networks (sub-netted or switched) with optional
information explaining the reachability to each of these networks.

» All Devices connected to a Network Group must belong to one of the networks modeled by
that Network Group.

Click Device Group

[ Network Group Wizard - O x

IxNetwork

Options
' Options

1] IPv4 Address Pools \
\*) Basic |Pv4 Addresss "
=

(U IPv4 Prefixes using Statistical Route I Select Option Address Pools )

) BGP IPv4 Prefixes using Route Table Imips
L_| IPvE Address Poaols
| MAC Pools

Cancel Help

Fig 2.7 Route Profile addition by using network groups
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2.8 Start Protocols:

» Click Start All to start all the protocols configured in the test.

M ] & [ - @ - o6 - P <2 - @ sl - [l %e 1~ Scenario Tools pretwork (T
Home Automation Resulis / Reports Mebtwork Group

% EL}, MNew Device Group % I_'_']_J Copy
T B

Dply Protocol Delete
Changes Topo Dgy ‘E:"‘ Mew Metwork Group Options ==I| Rename Operation

Build Edit
Click 5 ) ________________ Topolegyy |
............................................. | . NetworkGroup1 || (igep Device Gro
Il;-\_,_;’) 1 1Pv4 Address Pool ®f 1x devicy
! BGP
ﬂin Chassis MM e e - = = — — Fl L] BGP Pear 1

~ B Protocols

Classic Frmmeworke 4V

TTTT T T T T T
;

Fig 2.8 Brings up all protocol stacks

2.9 Configure Traffic:

» The Advanced Traffic Wizard helps to integrate the options for traffic configuration in the
control plane and data plane of IxNetwork, thereby facilitating quick setup of large scale
testing.

mﬁ Scenario

© Ports x
i!i Chassis

@ Protocols

Classic Framewark
@ Protocol Interfaces Add g% 12-3 Quick Flow Groups

B static -3 X
NextGen Framewori

Add y* 12-3 Traffic Items

Click
L.2-3 Traffic

X

B Ethemet
B v

B s Pecr Add L‘I—?Appl.ibrarvTraFﬁc

() Impairments
Click Traffic
4 QuickTests

#h Captures
[0 select views.. |

Fig 2.9 Configures L2-3 traffic
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2.10 Add Endpoints to Traffic:

» The Endpoints dialog is the first dialog in a series that form the Advanced Traffic Wizard. To

access the Endpoints dialog, click the Endpoints tab in the left pane of Advanced Wizard
window.

» The Endpoints dialog opens to display the options for selecting the traffic endpoints.

P Advanced Traffic Wizard O b4
@ Endpoints Endpoints IxNetwork
= Traffic tem =——————— —— Spurce [ Destination Endpoints
Packet / QoS
Traffic Name Traffic Item 1 Traffic Group / Tag Filters None selected -
Flow Group Setup - o
E>E: Type of Traffic | IPv4 Source | [Al || T @ Destination | | Al | =| F 1 ;4';
ﬂ Frame Sefup —— Traffic Mesh ——ou Select Multiple Ports ~ Select Multiple Ports ~
W v
@ Rate Setup Source /Dest. One - One > ’ All Ports > U] AllPorts
v [¥] Topalogy 1 » [_] Topology 1
é e Trach Routes/Hosts | One - One E v [#] Device Group 1 v [¥] Topology 2
= Bi-Directional v || Netwark Group 1 v [#] Device Group 2
C'—:"J Protocol Behaviors Basic IPv4 Addresses 1-... ¥ Network Group 2

Allow Self-Destined Or (=] BasicIPv4Addresses 2-Al ..

» D Topology 2 : Pv42
[
R

Select Source and
Destination Endpoints

:_-ﬁ Preview
Validate

Update Endpoints Set
6 )| 3 — Endpoint Sets

Encapsulation | Source Endpoints | Destination Endpoints | Traffic Groups/Tags
# | v Name: EndpointSet-1
1 <Mew = =New = “MNew> Mone selected

Mumber of hosts per Route 1

| Merge Destination Ranges
Uncheck this option to test averlapping
VPN addresses

Max # of VPN Label Stack 2

Help

Fig 2.10 Configures source and destinations endpoints set
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2.11 Edit Packet and Setup Flow Groups:
*Editing the packet and setting up flow groups is optional.
[ Advanced Traffic Wizard * O =

Endpoints

Flow Group Setup
Frame Setup

Rate Setup

Flow Tracking
Protocol Behaviors

Preview

W validate

KEBOBOEZBE

|
Packet / QoS IxNetwork

© Al Encapsulations @) per Encapsulation

o= Encapsulation | Tx Port | Ethernet II : Ethernet-Type | Ethernet II : PFC Queue | IPw4 = IP Priority | IPw4 : TTL (Time to
~ Name: EndpointSet-1
1 » <Auto=800 Default {0) - 64
4 i »
Per Encapsulation - Settings will be applied to: EndpointSet-1 f Ethernet H_._I_P_\-'4 (Mote: Field tracking is applied to all encapsulations)
B E & [ Field Lockup: 2 ~ Go to Stack Diagram (5
MName — |\.-'a|ue
|+ | v BB Fr Click Expand all tree protocols ilength: 64
| > & EthernetII node
> & Pva
|| El Payload Increment Byte
|| > a Ethernet II (Trailer)
*Optional step. Use the Advanced Traffic
Wizard-Packet/QoS dialog to view
endpoint sets and configure packet fields,
including Quality of Service (QoS) fields.
[EP | Frame | Offset:0 | Length : 64 Byte(s)

[ Hex view | K] <] 4 1

[T 1ngress [ 7] Egress [l Latency Bins L

1 2 3 4 &5 & 7 8 9 1011 12 13 14 15 16 17 181 P22

Prewv Cancel Help

E Advanced Traffic Wizard *

Endpeints

8

Packet / QoS
Eﬁ Flow Group Setup
Frame Setup
Rate Setup

Flow Tracking
Protocol Behaviors
Preview

validate

KPOBOE

O

Flow Group Setup

) All Encapsulations
=

*Optional step. Use window to create flows groups that
help to create groups of flows based upon selectable
packet fields. One flow group/high-level stream is created
for each selected field.

(@) Per Encapsulat]

Encapsulation | Tx Port

* MName: Endpointset-1

1 »

Per Encapsulation - Settings will be applied to: EndpointSet-1 [ Ethernet IT.IPwv4

A flow group provides the ability to control rate and frame size per unigue value of the fields
selected from the list.

[] src/Dest Endpoint Pair
[] rxPort

[] Frame Size (for incrementing only)
[] Ethernet IT : Destination MAC Address
[] Ethernet II : Source MAC Address

[] Ethernet II : Ethernet-Type

D Ethernet II : PFC Queue
] 1Pv4: Precedence

] 1Pv4: Source Address

[] 1Pv4 : Destination Address

Help

Fig 2.11 Customizing the packet and creating flow groups
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2.12 Setup Frame Size and Rate:

*Setting up the frame Size and Line rate is optional.

[ Advanced Traffic Wizard * O >
Endpoints Sodllz sl IxNetwork
All Encapsulations (2) Per Encapsulation
a Packet [ QoS =N Tx Port | Frame Size | CRC | Payload | Preamble Size |
Flow Group Setup T ¥ Name: Endpoin -1
Fram up
@ Rate Setup
Per Encapsulation - Settings will be applied to: EndpointSet-1 / Ethernet IL.IPv4
é Flow Tracking
Frame Size Payload
@ Protocol Behaviors Type |Ir|cren'|er|t Byte - |
= Edit Frame Size Pattarm | |
i Repeat
Validate RC .
Mo Error
Bad CRC
I:l Disparity Errors
Retrieve Frame Size
Use Control Plane Frame Size, if available
Prev Cancel Help
iy Advanced Traffic Wizard * O >

Endpoints Sid il b IxNetwork

All Encapsulations Per Encapsulation
a Packet { QoS =N Tx Part | Encapsulation | Transmission | Target Rate | Target Rate Distribution
Eﬁ Flow Group Setup » MName: EndpointSet-1
1 »
Frame Setup
O :

Per Encapsulation - Settings will be applied to: EndpointSet-1 f Ethernet II.IPv4
Flow Tracking

B

-Traffic Item T issi Mode —— Flow Group Tra isSH Mode
Protocol Behaviors

=
@ Preview
~

. The Interleaved Transmit mode will interleave the
. Validate

Continuous

Interleaved

Stop After

Sequential Fixed Packet Count Start Delay | o | |bytEs =

) Fixed Iteration Count Minimum Gap bytes

Fixed Duration

packets from each Flow Group when sending Traffic

<

Select Line Rate

) Burst {Auto)

Burst (Custom)

How it will look on the wire: DEEDNEENEEDNEE
Rate Distribution
Ports:

Apply rate on all ports
Split rate evenly among ports

Retrieve Rate Flow Groups:

Apply port rate to all Flow Groups

Split port rate evenly among Flow Groups

Layer2 Bit Rate

Usze Control Plane Rate, if available

Prew = Fini Cancel Help

Fig 2.12 Setting up the frame size and line rate of the traffic
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2.13 Setup Flow Tracking and Protocol Behavior:

*Setting up the flow tracking and Protocol Behavior is optional.

E Advanced Traffic Wizard *

] >
@ Endpoints | Flow Tracking |_)(NEtWOI'k
Track Flows by Custom Override
a Packet f QoS Traffic Ttem -
Source/Dest Endpoint Pair
Eﬁ Flaw Group Setup |:| Source/Dest Value Pair
ﬂ Frame Setup ] source/Dest Ftort Pair 0| bits
] source Endpoint —
@ — [ Dest Endpeint A 1 Eeds
| ] source Part falues
% ] intended Rx Ports :
D Traffic Group f Tag ] S’
%_'._:% Protocol Behaviors ] MPLS Flow Descriptor
— ] Frame Size Select Option Flow Tracking )
':ﬂ Preview ] Flow Group
I ’ ] AvE Stream Mame
Validate D Dest Session Description
|:| IPv4 Destination MAC Flow Descriptor
] Ethernet II : Destination MAC Address
T Bt memmd TT o Cmeme MAS & ddennen i o
— Lat ¥ Bin M it
Ly "~ Enable Latency Bin Measurements
* . . . . . imbers of Bins 8 Minimum step size: 0.02 us
Optional step. Use this window to configure flow tracking

for all flow groups. For every field you track flows by, a flow
will be created for each flow group. For example, if you
enable flow tracking on two fields in an endpoint set with
two flow groups, four flows will be created. These flows can
be viewed individually in the Statistics Window section. 7

- Ingress D Eqgress - Latency Bins o

Finish Cancel Help

b Advanced Traffic Wizard * [} >

@ Endpoints Protocol Behaviors I_xNetwork

a Packet f QoS
I:E Flow Group Setup

Frame Setup

Enabling "Dynamic Fields"” allows IxMetwork to update the corresponding traffic
packet fields on the fly with the information learned from protocols

Rate Setup Click to Update traffic
on the fly with the information
learned from Protocols

Flow Tracking

Signaling
Protocols

Protacol Behaviors |

KONBOE

Preview
Label Provider Pref ce
validate Traneport s |rsve, BasicLDP -]
Inter AS/Region LSP:  [BGP (RFC 3107), Targeted LDP -]
—— LISP RLOC Ordinal Value Pref ce
Ordinal Value 0 | For out of bound value last available RLOC will be used

—— Open Flow Preference

I~ Enable Open Flow

L

— Nexthop selection for EVPN unicast traffic destined to Multi-h d CE

Ordinal Value o | In dassic, first nexthop is used for out of bound ordinal. NGPF will give it multicast treatment
Multicast

Mumber of VLANMs in stack used for multicast replication: |1 vl

Multicast forwarding mode: IRepliGtion - I

Prev Finish Cancel Help

Fig 2.13 Setting up the flow tracks and traffic update option
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E Advanced Traffic Wizard *

Endpoints

Packet [ QoS

Flow Group Setup
Frame Setup

Rate Setup

Flow Tracking
Protocol Behaviors

Preview

N validate

KENpOB a®

Preview

Flow GroupsfPackets

(@) current Traffic Item

() Al Traffic Items

Flow Group

Traffic Ttem

Please click "view Flow Groups/Packets’ button above to show the Flow Groups.

Mo Flow Groups to display.

Click View Flow

Groups/Packets

S

—Flow Group packets

1|4

The Preview dialog is used to preview the
configured traffic items before validating -
the errors and exiting from the wizard. -

No packet to display.

Please click "View Flow Groups/Packets' button above to show the packets.

e E Click Next )

Cancel Help

E Advanced Traffic Wizard *

Endpoints

Packet f QoS

g

a
=]
3
[n]
5
o
E
o
%
m
[
a

Frame Setup

Rate Setup

Flow Tracking
Protocol Behaviors

Preview

E00DOd

Validate

Traffic Item Resource Information

(@) current Traffic Item

1) High level view to quickly identify category of errors detected per Traffic Item
-~

() All Traffic Items

Traffic Item

'

\.

Click Validate

@ 0Errors _‘ﬁ 0'Warnings

@ 0 Messages

¢ 0 Test Inspector Events

Show Details

53 Copy

| Time

| Errors

Use this dialog to validate the properties of
the configured traffic items. The Validate
dialog also shows the errors and warnings
encountered in traffic configuration.

Prev Next

Help

Fig 2.14 Viewing the flow groups and validating the traffic
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2.15 Apply Traffic, Start Traffic, and Statistics View:

NP RSP RO vm: Traffic Tools IxNetwork (TCL:6009 SDVI9009 REST: 1003 REST Session:) [defaut pramodm.744/imcg]
Home Automation Results / Reports Views Configuration
‘i’ % n F GrdCounnPofes+ Eternet - UM~ 01 —
@ - '
Group Rows By = ] ;
Aopy Delefe | Trfic | Fnd  Grid ﬁ ‘ D o 0o
Click Apply[2-3 Traffic  {reces = Opfions Operations ™
(Click Start L2-3 Traffic Grid Rate Cantrol {1 out of 1 Flow Groups selected for tis port)
F.d
ow Groups
Transnit State ‘Suspend ‘ TuPort Rt Ports Flow Group Name Configured Frame Size | Applied Frame Size Frame Rate
v v @b 00 W Traffic Ttem Name: TrafficTtem 1 T Mode: Interlzaved, Sr/Dst Mesh: OneToOne, Route Mesh: OnsToOne, Uni-directional
""""""""""""""""""""""""" 1 apnn Ethernet-UM-001  Ethernet-YM-00% Traffic Item 1-EndpaintSet..,  Fived: 64 10% Line Rate
v 9 Ports

Fig 2.15 Applying and Starting traffic

W Traffc
b O 12:3 rafic tems
X 12-3 How Groups
- Check Traffic Statistics
A Qucests
o Captres ‘ ;
| sunmay | Setgs | Trcking and oy Alllg‘
RO U Sutstts L3 s Summary Sttitcs o St Gl ProtocoStatiis Tt Sttt
Trafficlem (T Frames R Frames ‘FramesDeIta L0ss % iTxFrameRate R Frame Rate |Tx LL Rate (bps) ‘RXLI Rate (bps) R Bytes iTxRate (Bps) |RxRate (Bps) T Rate (bps) ‘kaate (bps) xRat (Kbps) ‘RxRate (Kops) T Rate (Mbps) ‘RxRate(Mbpsj
b1 Trefichem 1 | 6,950,754 6,950,754 0 0000 14548500 145,349,000 99,999,768.000 100,000,112.000 458,749,764 9,593,001,000 9,593,034.000 76,744,008.000 76,744,212.000 76,144,008 76,744,272 76,44 T6.7¢
i@m 11 ot rows: 1) D@}An‘mlmyx]mm]( i 1 )
: Mt —
P Al = A\

Fig 2.15.1 Check for traffic statistics
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3. Configure BGP through Automation (HLPyAPI):

IXNetwork provides a wide array of automation APIls. The REST APl is the recommended method for
creating new test scripts for IXNetwork. Please refer to the IXNetwork REST API quick reference guide
for more details. The legacy API library continue to be supported for existing test scripts. This section
will walk through to reproduce the same BGP emulation scenario through High Level Python API’s to
get the user introduced with most of the HLPyAPI’s used in NGPF framework.

3.1 Initialize Environment:

Import the Required Packages and Check for the sanity of the System.

import sys, os

import time, re

sys.path.append('C:/Program Files
(x86)/Ixia/hltapi/8.40.1123.18/TclScripts/lib/hitapi/library/common/ixiangpf/python/")
from ixiatcl import IxiaTcl

from ixiahlt import IxiaHIt

from ixiangpf import IxiaNgpf

from ixiaerror import IxiaError

ixiangpf = IxiaNgpf(ixiahlt)

3.2 Add Chassis and Lock Ports:

ixiangpf.connect: Connects to the Ixia chassis with selected ports using the specified port handles

chassis_ip ="192.168.52.198"
tcl_server ="10.38.66.146"
ixnetwork_tcl_server ="10.38.66.146:8009"
port_list ="1/11 1/12"

connect_result = ixiangpf.connect (
ixnetwork_tcl_server

ixnetwork_tcl_server,

tcl_server = tcl_server,
device = chassis_ip,
port_list = port_list,
break locks =1,

reset =1

)

ports = connect_result['vport_list'].split()

*Note High Level API’s are highlighted in Orange and all other handles are highlighted in Green.
< fay €9 Ports

|3|]|] Owverview
Connection Status

ame
B3 Scenario 1 £
2
- BT
Ports
ﬁ!ﬁ Chassis Locked

Fig 3.2: Chassis connected and selected ports locked
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3.3 Create Topology and DeviceGroup:

Ixiangpf.topology_config: Adds Topology to the specified port handle and returns the topology

IXla

handle and Device Group handle which can be used to configure Device Groups.

topologyConfig1 = ixiangpf.topology config (
topology_name = """BGP_1 Topology""",

port_handle ports[0],
)
topology 1 handle = topologyConfig1['topology handle']
deviceGroupl = ixiangpf.topology config (
topology_handle
device_group_name
device_group_multiplier ="1"
device_group_enabled ="1"

)

deviceGroup 1 _handle = deviceGroup1['device_group_handle']

topology 1 _handle,

topologyConfig2 = ixiangpf.topology config (
tOpology_name = ”"”BGP_Z TOpOIOgy”””,

port_handle = ports[1],
)
topology 2 handle = topologyConfig2['topology_handle']
deviceGroup?2 = ixiangpf.topology config (

topology_handle =topology_2_handle,
device_group_name ="""BGP_2 Device Group""",
device_group_multiplier ="1"
device_group_enabled ="1"

)
deviceGroup 2 handle = deviceGroup2['device_group_handle']

"""BGP_1 Device Group""",

A Keysight
Business

BGP 1 Topology m
@

|
|
|
: 1 device
| Device Groups
added

—— o e e e

BGP_1 Device ‘ : rua
. Group v . Group

BGP 2 Topology
e
| BGP 2 Device

1 device

—— e o o o e

Fig 3.3: Device groups added to respective topologies
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3.4 Create Ethernet Stack:
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Ixiangpf.interface_config: Configures the protocol stack with the Specified Options by using the
Device Group Handle and returns the particular protocol stack handle

interfaceConfigl =
protocol_name
protocol_handle
mtu
src_mac_addr
src_mac_addr_step

)

ethernet_1_handle =

interfaceConfig2 =
protocol_name
protocol_handle
mtu
src_mac_addr
src_mac_addr_step

)

ethernet 2 handle =

ixiangpf.interface_config (

= """Ethernet 1""",
deviceGroup_1_handle,
"1500",
="18.03.73.c7.6¢c.b1",
="00.00.00.00.00.00",

interfaceConfig1['ethernet_handle']

ixiangpf.interface_config (

= """Ethernet 2""",
deviceGroup 2 handle,
"1500",
="18.03.73.c7.6¢.01",
="00.00.00.00.00.00",

interfaceConfig2['ethernet_handle']

BGP_1 Topology
BGP_1 Device

@ Group

1 device

Details for Ethernet 2

Protocol Settings » €' Ethernet

BGP 2 Topology

‘ ﬁﬁ@ F.ﬂgg

1 p%th :

BGP 2 Device
Group
1 device

Etheret Stacks
added

Arguments
Configured

Grouping  Device Group = Topology Device#

“ Ethernet 2: BGP_2 Device... BGP_2 Topolo... }Il
4412 BGP_2 Device.. BGP_2 Topolo... | #1

Status

Fig 3.4: Ethernet stacks added to device groups
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3.5 Create Ipv4 Stack:

ipvdconfigl = ixiangpf.interface config (
protocol_name =""Ipyg 1""",
protocol_handle = ethernet_1_handle,
ipv4_resolve_gateway ="1"
ipv4d_manual_gateway_mac ="00.00.00.00.00.01",
gateway ="20.20.20.1",
gateway_step ="0.0.0.0",
intf_ip_addr ="20.20.20.2",
intf_ip_addr_step ="0.0.0.0",
netmask ="255.255.255.0",

)

ipv4_1_handle = ipv4config1['ipv4_handle']

ipv4config2 = ixiangpf.interface _config (
protocol_name ="""pyq 2""",
protocol_handle = ethernet_2_handle,
ipv4_resolve _gateway ="1"
ipv4_manual_gateway_mac ="00.00.00.00.00.01",
gateway ="20.20.20.2",
gateway_step ="0.0.0.0",
intf_ip_addr ="20.20.20.1",
intf_ip_addr_step ="0.0.0.0",
netmask ="255.255.255.0",

)

ipv4d 2 handle = ipv4config2['ipv4_handle']

BGP_1 Topology j/—\ BGP 2 Topology
-

BGP 1 Device
Group

1 device

IPv4 1
Ethernet 1

Details for IPv4 2

Protocol Settings » ¢ IPv4 | Global Settings » ¢| |Pv4

BGP 2 Device

Group

1 device

Arguments
Configured

Grouping | Device Group | Topology Device# Status | Session Infg” Address | Prefix Gateway I
= IPv4 2: 1 p BGP_2 Device... BGP_2 Topolo... }ll Not Started 2020.20.1 24 20.20.20.2
© 1/1/12  BGP_ 2 Device... BGP_2 Topolo... }' #1 {@ot Started 20.20.20.1 24 20.20.20.2

v

v

Gateway Resolved Gate

Unresolved

Fig 3.5: IPv4 stacks added to ethernet stacks
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3.6 Create BGP:

Ixiangpf.emulation_bgp_config: Configures BGP stack with the specified options by using IPv4
handle and returns the BGP Stack handle

bgpConfigl = ixiangpf.emulation_bgp conf/g(

mode = "enable",
active ="1"

handle =ipv4_1_handle,
remote_ip_addr ="20.20.20.1",

)
bgplpv4Peer 1 handle = bgpConfig1['bgp_handle']

bgpConfig2 = ixiangpf.emulation _bgp conf/g(

mode = "enable",
active ="1"

handle =ipv4_2_handle,
remote_ip_addr ="20.20.20.2",

)
bgplpv4Peer 2 handle = bgpConfig2['bgp _handle']

Topology 1 7/\\ Ti 2
o Topohgyt /: ] woogy2

! - o |
| : ; ,
Device Group 1 v ¢ . Device Group 2
%ﬂ 11:—‘ : : i }"n
: |

1 device

1 device

BGR Peer 1

__________

S

Detils for BGP Peer 2
oo Setngs ) BGPPe GooaSetngs ) {567

Grouping DevieGroup | Topology | Deviee#  |SessonInfo|  Status

(R 0 ics o 2 Topogy2 ) W ¢ Not Stalted | 20.20.204

(-/ Etheret -YM -002  Device Group 2 Topology 2 | [l #1 () NotStarted, 20.20.20.1

Fig 3.6: BGP stacks added to ipv4 stacks
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3.7 Create Network Group:

Ixiangpf.multivalue_config: Configures multivalue with specified options by using Device Group
handle and topology handle and returns the multivalue handle

multiValueConfigl1 = ixiangpf.multivalue config (

pattern = "counter",

counter_start ="200.1.0.0",

counter_step ="0.1.0.0",

nest_step ="0.0.0.1,0.1.0.0",

nest_owner ="%s,%s' % (deviceGroup_1_handle
topology 1 _handle),

nest_enabled ="0,1"

)

multivalue 4 handle = multiValueConfigl['multivalue_handle']

networkGroupConfig1 = ixiangpf.network _group config (
protocol_handle deviceGroup_1_handle,
protocol_name "BGP_1_Network_Groupl1",

multiplier ="1"

enable_device ="1"
connected_to_handle = ethernet_1_handle,
type = "ipv4-prefix",
ipv4_prefix_network_address =multivalue_4 handle,
ipv4_prefix_length ="24"

)

networkGroup 1 handle = networkGroupConfigl['network_group_handle’]

P Network Group added ) m BGP_2 Topology
——————————————————— | @ |

|
BGP_1 Device . ! ﬁ T ﬁ : . BGP_2 Device
@ Group “ | @ Group
1 device | 1 device

I

BGP Peer 1 |
IPv4 1 I
I

I

\
BGP_1_Network_ |
Group1

BGP Peer 2

| |
| v I [
| IPv4 2 I
| |
| I

R

Ethernet 1 Ethernet 2

Details for BGP_1_Network_Group1

Network Group “ IPv4 Address Pools N BGP IP Route Range

Ports #  Router ID/ Address | Prefix w Step A

~ BGPIP Route Range 1:1port 1ranges 192.0.0.1f 200.1.0.0 24 1 l
o #1 192.0.0.11,200.1.0.0 24

BGP IP Route Rang « »  « W 3

Fig 3.7 Adding BGP network group to device group 1
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Ixiangpf.network_group_config: Configures Network Group with specified options by using Device
Group handle, topology handle, ethernet handle and returns the Network Group handle

multiValueConfig2 = ixiangpf.multivalue config (

pattern = "counter",
counter_start ="201.1.0.0",
counter_step ="0.1.0.0",
counter_direction = "increment",
nest_step ="0.0.0.1,0.1.0.0",

nest_owner '%s,%s' % (deviceGroup 2 handle,
topology 2 handle),
nest_enabled

)

multivalue 10 _handle = multiValueConfig2['multivalue_handle']

IIO’ 1 II’

networkGroupConfig2 = ixiangpf.network _group config (

protocol_handle = deviceGroup_2_handle,
protocol_name ="BGP_2_Network_Groupl”,
multiplier ="1"
enable_device ="1"
connected_to_handle = ethernet_2_handle,
type = "ipv4-prefix",
ipv4_prefix_network_address =multivalue_10_handle,
ipv4_prefix_length ="24"

)

networkGroup 3 handle = networkGroupConfig2['network_group_handle']

BGP_1 Topology /\- /\ &
(ol lC P —— [ (. “@ | B “L
L . BGP1Network_ | 5y BGP 1 Device 1, | - % : P N BGP_2_Network |,
LA Groupt | ) Group =1 | al) Group L Groupt |
) X . .

11 7~ 1 1Pva Address Pool ! 1 device I 7 i : } 1 device 11Pu4 Address Pool
| S

s | ~‘r‘ “(' | l
| BGPPeer2 (U |

| BGP | I
|
| IPv4 2
: Ethemet2 |

|
: BGP Peer 1 |
| IPvé 1 |
| I
|

Ethernet 1

Details for BGP_2_Network_Group1 M
[Pv4 Route Profile Created
Network Group ][ IPv4 Address Pools ” BGP IP Route Range 1

Ports # | Router ID

R - 1500

E 1/1/12 #1 193.0.0.1%,201.1.0.0 24
BGP 1P Route Ranc b4 i )

Fig 3.7.1 Adding BGP network group to device group 2
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3.8 Start Protocols:

ixiangpf.test_control: Start/Stop all the protocols configured in the test session

testControl = ixiangpf.test control (action="start_all_protocols’)
print("Waiting for 45 seconds for the protocols to converge")
timer = 30

time.sleep(timer)

=] Select Views. .. | Protocols Summary Port CPU Statistics Por

Port Sessions Up Msions Down |Sessions Not Started |Se55ion5 Total

4 1/111 2 8] 8] 2
2 1/1/ 2 o (o] 2

BGP Sessions Up )

Fig 3.8 Starting all protocol stacks to come up

3.9 Enable Filter and Apply Changes on the Fly:

bgp_1_status = ixiangpf.emulation _bgp config (

handle = bgplpv4Peer_1_handle,
mode = 'modify’,
ipv4_filter_unicast_nlri ='1",
)
applyChanges = ixiangpf.test control (
handle =ipv4_1 handle,
action ='apply_on_the_fly_changes',
)

Protocol Settings > ([ BGP Peer 1 Global Settings ><| BW ]

*  Grouping Device Group Topology Device# /‘ Filter IPv4 Unicas
= BGP Peer 2 BGP_2 Device... BGP_2 Topolo... Pl
=1/1/12 BGP_2 Device... BGP_2 Topolo... " ¥ 1

( Filter Enabled )

I o 3

Applies Changes .
on the Fly =l

o New Device

el | [ = G - & - o8 - P <2 -

Home Avutomation

Protocols Scenario Actions
- Item « -

— -
,ﬂ, MNew Protoco

Topology = New Networl

Actions Build

Fig 3.9 Enabling the route filter and applying the changes on the fly
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3.10 Retrieve Learned Info:

bgpLearnedinfo = ixiangpf.emulation _bgp info (
handle = bgplpv4Peer _1_handle,
mode = 'learned_info');
pprint(bgpLearnedinfo)

bgpLearnedinfo = ixiangpf.emulation_bgp info (
handle = bgplpv4Peer_2_handle,
mode ='learned_info');
pprint(bgpLearnedinfo)

Details for BGP Peer 2
Protocol Settings > ¢, BGP Peer | Global Settings »<| BGPP

€arned Information

Grouping Index# Topology Device Groyg™ IPv4 Prefix | Prefix Length Path ID | IPv4 Next Hop | TRy6 Next Hop | MED | Local Preference Qrigin | AS Path  Comny

“% Session 20, 1 BGP_2 Topolo... BGP_2 Device...
S 1414V, #1

a n 1o

200.1.0.0 24 NA 20.20.20.2

Learned IPv4 Routes )

Fig 3.10 Showing details of BGP learned routes

3.11 Configure Traffic:

ixiangpf.traffic_config: Configures the traffic streams on the specified ports with specified options

trafficConfig = ixiangpf.traffic_config (

mode ='create’,

traffic_generator ='ixnetwork_540",

endpointset_count =1,

emulation_src_handle =networkGroup_1_handle,
emulation_dst_handle =networkGroup_3_handle,

track by ='sourceDestEndpointPair0 trackingenabled0’,
rate_pps =1000,

frame_size =512,

X Traffic + 9 12-3 Flow Groups

En.| Trans.. Su. TxPot  RePorts | Flow Group ... Conﬁgure....AppIied Fr... Frame Rate Txp....

)| @ ¥ Traffic Item Name: TIO-HLTAPI_TRAFFICITEM_540 TX Mode: Interleaved, Src/Dst Mesh: OneToOne, Route Mesh: OneToOne, Uni-directional
1 a|orum iy TIO-HLTAPL... Fixed: 512 Fixed: 512 1000fps  Ethe.

AN

( Arguments Configured )

Fig 3.11 L2-3 Traffic configured with the specified options
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3.12 Start Traffic and Get Statistics:
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ixiangpf.traffic_control: Start/stop traffic and allows to modify global traffic options

trafficControl = ixiangpf.traffic_control (

)

Action
traffic_generator

type

='run’,
='ixnetwork_540",
=['123"]

Traffic

Customi=z

'e ﬁ =< Traffic

YL rans... Su..

Traffic Item

-
-4

Fig 3.12 Running traffic

ixiangpf.traffic_stats: Collect Traffic statistics with the specified options

protostats = ixiangpf.traffic_stats (

)

mode
traffic_generator
measure_mode

="all’,
= 'ixnetwork_540',
= 'mixed’

A Keysight

Business
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4. Other Utilities:

4.1 IxNetwork APl Documentation Browser:

A Keysight
Business
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» The main feature of this application is the ability to browse the API meta data in a hierarchical
format. Access each level of the hierarchy with a view of siblings, attributes, execs, errors,

and children by on clicking on BROWSE.

Tl

IxNetwork (TCL:8009 SDM:9009

Licensing Util

¥é 4 Ask Support
% Preferences
@ about

ﬂ Exit

Automation Results / Reports WViews
& Open
Recent Work
/ | Diagnastics
Mew Sl

IxNetwark User Logs

IxNetwork AP Docu

|X|a [xNefwork AP! Browser

HOME ~ BF

This AP navigaton applcation expass te ene current [¥Nefwork AP
Birarehy. T follwing s  fstof e features avaiab n this appication
acessibl via e navigaton men.

(hck BROWSE

E The mai feture ofis apolcation s e 2
Ot I anerarcicl ot Acess eac e of e rarcy wifh aew o
sings, autes, execs, emors andchien by cickingon BROWSE

‘c:

QTne PerTchy Canbe comple and descend down meny el Searh
e e o nodes, e and s by clckingon SEARCH

Fig 4.1 IxNetwork APl documentation link
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4.2 Script Gen:

» ScriptGen is a tool that may be used to generate a script that reflects the current

configu

ration of IxNetwork.

> Itis intended to be used after IxNetwork has been successfully configured. The generated

scripts

can be used to re-create a configuration as the basis for a new test.

"R 2~ @ w - s+ IxNetwork (TCL:5009
Home Results f Reports Views Configuration
o= l | R chween recorded steps AAS "“- +
© =
Start gcgrding Configuration | TestComposer Expoilg
Recording Snapshot Scrig
Macros Snapshot Views 4
i, ol -
|]|]|] Cwerview < ﬁ 8 Forts 'd <
State Name \  Click Script Gen tiated S
=3 Scenaric i » L
""""""""""""""""""""""""" 2 @ Ethernet - YM - 002
-
ﬁ‘ﬁ Chassis

~ EB3 Protocols

[Bw Script Generator — ] X

Classic Framew

@ Protocs

General Options | base&4 Script Options

Target S—=igt

@ Low Lewel Script (' High Level Script

Target Language .

. . . . Select Option
(& TCL ) Perl () Python ) Ruby

The target script file will contain only native language commands for the target language selected. It will
include the target name.

Target File Details

Target Cutput File C:Users/pramodmy/AppData/Roaming/Ixia/lxMNetwork/IxScriptger Browse

L_| Cwerwrite target file

L_| Wiew script in text editor after generation

Configuration Serialization

@ Basebd encoded serialization {recommended)

) ixMet serialization

Finish Cancel

Serialized to the target script file
as a base64 encoded method.
This is a fast method for all

sizes of configuration.

YSerialized to the target script file as ixNet commands.

Fig 4.2 IxNetwork ScriptGen link
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4.3 F1 Option:

» Move the mouse pointer over any field in the GUI, and then press F1 to get more information

about the field.
v B - @220 @ - @ &l - [Edlll$31= enario Tools
Home Automation Results / Reports Views Scenario Lay
Composer Script = [ q\ﬂ ::,-p E%
o A QuickTest - Add Add Add Add
T Traffic - - Ports~ Protocols = Traffic* QuickTests =
Run Build

Press Fl )

O Ports

'EE' Protocols

<]

B Cortents @ B index 8

Copyright
. Contacting fa Scenario

1) What New i this Release

Il indcion compact protocol configuration that efficiently scales to very large port and protacol session counts,
(L] ixetwork GUI

- Cuick Aceess Tooksar By visually madeling the logical configuration of the protocals, you will have a much clearer picture of the network test topology. The following benefits are available i
f TestCorgurtin P the NextGen Scenario:
Navigation Stip + You can define Protocol relationships in a better way.
il Ribton {+ Protocols can shiare common data.
[l NextGen Protocals + Configurations are more logically organized to  scenario.
[l Classic Protocas + You can model complex scenarics.
(Mo etvork + You can scale the configuration with a logical unit by using the Multiplier.
(il Toffc Generaton + There s reduced dependency on Wizards.
Hl tbetwork Captre + You can configure multiple sessions by using the Pattern Editor,

(B e CProgram220F1esH20 ) i NetvordB 30-EA et 9+ € & Webwork™ Help - Scenero

Ue

Search

Welcome A | Path: iNetwork GUI > Scenario

Scenario provides a single commen framewark containing Stack Manager, Routing-Bridging, wireless, and all new NextGen protocols. It enables you to create a

i IxNetwork Guard Rai

— Purpose

Fig 4.3 IxNetwork F1 option usability
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5. To Know More on NGPF:

https://www.youtube.com/watch?v=A0mbZuP94jo
http://openixia.com/sampleScripts//IxNetwork/HighLevelApi/Ngpf/Python

6. Support:

For more information: https://support.ixiacom.com/
For support assistance, contact : support.ix@keysight.com

A Keysight
Business
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