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1. Overview:

v REST Stands for Representational State Transfer (REST)
First introduced by Roy Fielding in 2000.

REST is a web service-based architecture.

Uses HTTP Protocol for data communication.

ANERNERN
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» Example: http://10.154.162.75:11009/api/v1/sessions/1/ixnetwork/topology/1

<

REST Services:
GET: Provides a read only access to a resource.

PATCH: Used to update an existing resource.

DN NI N NN

DELETE: Used to remove a resource.

REST resource:

v/ REST architecture treats every content as a resource.
v REST server simply provides access to resources.
v' REST client accesses and modify the resources.

POST: Used to create a new resource or to perform an operation.

OPTIONS: Used to get additional resources and descriptions.

REST uses various representations to represent a resource like: Text, JSON, YAML and XML.

v REST server returns resources in JSON format for viewing or for modifying.
» Example: http://10.154.162.75:11009/api/v1/sessions/1/ixnetwork/topology/1

id": 1,
name": "Topol™,
231:'1'5d elame Topol®,
api/vl/sessions/1/ixnetwor t/1
1,
"status” TaTarted™,
errors” .
artCount 1,
links™: [
rel” self”,
method GET"
href api/vl/sessions/1/ixnetwork/topolog
¥
rel™: "mefa",
method™: "OPTIONS
href"; api sessions/l etwork/topolog

Fig 1.1 JSON format

Page | 3


example:%20http://192.168.70.127:11009/api/v1/sessions/1/ixnetwork/topology/1
http://192.168.70.127:11009/api/v1/sessions/1/ixnetwork/topology/1

A Keysight
Business

IXIa

HTTP status codes:

v REST API server responds with a status code to the client on every request.

v’ Status code could also mean that the server is unreachable.

v Each status code represents the type of success or failure.

200: OK.

201: Successfully created.

204: No content. When response body is empty. For example, a DELETE request.

304: Not modified.

400: Bad request. Bad input is provided.

401: Unauthorized. States that the user is using an invalid or wrong authentication token.
403: Forbidden. User is not having access to the method being used.

404: Not found. The method is not available.

409: Conflict.

500: Internal server error. Server has thrown some exception while executing the method.

AN N N N NN NN
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2. Configure BGP through GUI:

This section provides a walk-through of a scenario, which configures BGP emulation manually to get the

user introduced with most of the basic features of NGPF.

2.1 Add Chassis and Lock Ports:

v" The Port Selection window allows you to manage the ports.

WO EE-&- %02~ @ - el

(Home 3, Automation  Results/Reports  Views

> Click Home ),,J% @% o ﬂ o |

::.;:.: i A QuickTest Add Add Add Resource Test Cle
E Traffic = E Ports=| Protocols * Traffic~ QuickTests* Manager* Opfions Stal
— |
Run Pl % Add Ports Sta
. {3 dliover 5p Acd Offfine Ports .
il Overview Click Add
B0 Scenario ‘ 0 Ports — Ports

Fig 2.1 Selecting Ports

v’ Select chassis by entering chassis IP or select chassis from the list of recently used chassis and

then click Connect all checked to add them to the configuration.

W Port Selection

Chassi: !% Add Chassg M o | | Morew ;ﬂ;?ons '7} | Ports in configuration % Add Offline Ports = | 3%

—
\ Click Add Chassis ) [swte | e

% L] 192.168.52.128 3

Acicd =

[N Add Chassis X

(®) Chassis Name or IP 70.134.162.44 2™
For multiple chassis Us= comi B o
(_ Recently Used Chassis Enter Chassis IP )

L1 192.168.52.128

@ J Gaox )

Connect all checked

Fig 2.1.1 Adding chassis IP
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(IDBEE-&-%- 0 Q-© - [ClMs - IxNetwork (TCLi3009 SDM:9009 REST:11008 REST Session:1) [default_pramodm.7144,uncfg]
Home Automation Resuits / Reports Views

B HITGR B HE R

Add Resource Test Clear All

Add Add
Ports+ Protocols » Traffic + QuickTests  Manager~ Options Statistics »
Run
=2 | Port Selection = o X :‘
e )
i ﬂ|cnassas &5 Add Chassis | 3¢ 53 o | ' | Morev Allports || | Ports in configuration 7 Add Offline Ports | ¢ Allports ¥ |H
5 Scenario
|| Chassis/Card/Port Type Owner | state | Name Chassis/Card/Port Resource Group | &
~ © ports ~ @ 19216852128 05.8,30,1350.13 EA, Protocol8.30....
o Chassis v B Cord 2 PORT lxia Virtus
baa Virtu
& Protocols Ixia Virtual Port =
¢ Traffi y
et Click Add Ports
) Impairments
W/ Select Ports
| QuickTests =

+ Captures

] il

» 4 i

Fig 2.1.2 Port selection

2.2 Add Topology:

v An IxNetwork instance supports one Scenario, which can contain multiple topologies. Each

Topology is a collection of one or more test ports. Each Topology is bound to a virtual port and
that virtual port in-turn binds physical port.

FH] EBE-@-%-Dp2-@ %!~ Ql@] 1= IxNetwork (TCL:8009 SDM:9009 REST:11009 REST Session:1) [defau

Home Automation Results / Reports Views Scenario Layout
< i & New Device Group ‘v‘ v D !
> = New Protoco 2 o ’ +H WE i
cenario Actions ApD New ¥ Test Delgte Test Grid Resource  Save As
er v Changes Topology = New Network Group Options *1| Rename Scenario Operations~ | Manager v Image..
Actions Build Edit Test | Grid | Resource
olli overview
* = Scenario m
v € Ports '

B Chassis & Click Scenario

- @ Protocols
@ Protocol Interfaces

Click New
Topology

Fig 2.1.3 Adding New Topology
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[ Protocol Wizard - O X
Ixia Ports IxNetwork
Ixia Ports —
| Chassis | & Add Chasss | Alports ~ | [ Ports i Now Topology ‘
Chassis/Card/Port Type Owner ‘ | Status | Name | Chassis/Card/Port |
v @ 192.168.52.128 1¥0S 8.30.1350.13 EA, Protocol8.30... [
» BB Card 01 2 PORT Ixia Virtual Load Module

Click Append ports )

< Il | »

|| Ports in Configuration % Add Offline Ports %

& Select Port )

Fig 2.2 Topology with selected ports

2.3 Emulate a Protocol:

v' The Protocols page in the Protocol Wizard allows you to select the protocols in the Topology.

v' The Protocols page lists the available Classic and NextGen protocols under the respective
tabs.
v Click NextGen, and then select the required protocol for the test.

v Presents all supported protocols in Next Generation Protocol Framework in a single window.
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M Protocol Wizard

' Ixia Ports
|
Classic
= Protocols ‘ Al et
Better scaling, more control

Quick Select Protocols
Protocol Wizards ~

|| Etheret
| GREolPvé

LI ANCP
| DHCPv6 Relay Agent
[LJ L2TP Network Server

| Fabric-Path
[/ BGP EVPN VXLAN VPWS

[
|
MPLS
1
| || Basic LDP
‘ LJRSVP-TE
|
\
|
|
|
|
(

L/ LDPPWNVPLS
[/ BGP AD for LDP VPLS

|| IGMP Host
[ MLD Querier

Routing/Switching
LI BFDv4
[l osPr2
SDN
L/ PCev4
|| OVSDB Server

[l 1Pv4 | IPv4 Loopback

| GREolPve

|| DHCPv4 Client | DHCPv4 Relay Agent
[ Lightweight DHCPv6 Relay Agent | | DHCPv6 Server

| PPPoX Client |_| PPPoX Server

LI TRILL [/ VXLAN

L/mLDP L Basic LDPv6

LI RSVP-TE (P2MP) L Static-MPLS

[/ LDP Other PWs LI LDP VPLS using BGP AD
LIBGP EVPN LIBGP PBB-EVPN

[ IPTW4 || IGMP Querier

[ Pivtv4 | Pimve

LI 8FDv6

(| OSPF3 -
LIPCCw | OpenFlow Controller

|| Custom Protocol L IPv6 SR Ext

Required Protocol

L 1pvé

| DHCPv4 Server
| IPv6 Autoconfiguration

|| Geneve

LI Targeted LDP
LI MPLSOAM

LI BGP VRF/6VPE
LI BGP EVPN VPWS

Click

|_|BGP+

LI OpenFlow Switch

L IPv6 Loopback

|| DHCPv6 Client
|| L2TP Access Concentrator

LI BGP EVPN VXLAN

L Targeted LOPvG

LI BGP VPLS L2Site

LI BGP mVRF

L IPTW6

[isis3

L] 0vsDB Cony
Click Finish \J

v

o 2
Prev w Cancel

Fig 2.3 Selected Protocol BGP

2.4 Device Group Multiplier:

v" A Device Group has similar Devices per test port. A Device can be a router, host, switch, and so on.
It can run multiple protocols and protocol stacks.

v" A Device Group count is the number of instances in the group. A configuration can be scaled by
modeling a group of n Devices per test port by changing the multiplier.
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ropotogy 1 . = )
———— — — — opofogy T rf‘ u - % New Topology

Drewvice Group 1
| rja 10 devices

= Group Multiplier

I . .
]
! BEE Reec, | Multiplier 10 Edit Multiplier
: Pt 1 1
| [T : Per Port 10 2 ]
b e - Total 10

Lo 4 Cancel

Fig 2.4 Emulate number of devices by using device group multiplier

2.5 Edit Protocol Grid:

v" The protocol stack shown in the Scenario view is interactive. Click any protocol stack and edit the
values according to the requirement.

Topology 1 = ’\
Py v /_; . E% New Topology

)

Clickto change ®  \.

Details for IPv4 1
Protocol Settings > €| 1Pv4 | Global Settings >¢ IPv4 |

Grouping Device Group | Topology Device# Status Session Info

address ay MAC | Manual Gateway MAC
E IPval:iports  DeviceGroup 1 Topology 1 p Ml 1  NotStarted e | 00:00:00:00:00:01
[=) Ethernet -VM - 001 Device Group 1 Topology 1 p W #1 @ Not Started ~ >y

dre 3
it —~ < :
o Start Valuel, 100-1.0.2
Si“Qle Value &
| ﬁ Increment
2R [*¥ pecrement {

| €3 Random
(] ble Random H
A || select Views.. i/ custom Distribution
4 custom
| File
o0
‘o Subset

Overwrite manually changed rows

Cancel

Fig 2.5 Configuring interface’s

2.6 Configure BGP:

v Configure Interface IP Address to 20.20.20.2 and Gateway Address to 20.20.20.1 in device group 1
IP stack by using method 2.5. Configure Interface IP Address to 20.20.20.1 and Gateway Address
to0 20.20.20.2 in device group 2 IP stack using by method 2.5

v' Similarly, configure Local IP to 20.20.20.2 and DUT IP to 20.20.20.1 in BGP Stack in device group 1
by clicking the BGP stack. Configure Local IP to 20.20.20.1 and DUT IP to 20.20.20.2 in BGP Stack in
device group 2 by clicking the BGP stack.
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2.7 Add Network Group:

v" A Network Group represents a set of L3 networks (sub-netted or switched) with optional
information explaining the reachability to each of these networks.

v All Devices connected to a Network Group must belong to one of the networks modeled by that
Network Group.

IxNetwork

%] 1Pv4 Address Poals
i, %) Basic [Pud Addresses, e
O IPUA Prefives using Statistical Route Select Option Address Pools
) BGP IPv4 Prefixes using Route Table Imp8
|| IPvb Address Pools
|| MAC Pools

Fig 2.7 Route Profile addition by using network groups
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2.8 Start Protocols:

v' Click Start All to start all the protocols configured in the test.

IxNetwork (TCLJ

M E A @%b Z - @ = - [La%s =

Results / Reports Views

Network Group

Home Automation

3 £S5 E‘e, New Device Group u-—— @ Copy ==
- & ¢ . oo 2= -]
ario i Protocol Delete _ _ Grid
- Topo ogy Cf" New Network Group Opticons 21| Rename Operation
Build Edit
________________ Jopology/ A o]
I e e
||l NetworkGroup1 ||  (agy DeviceGro
4 -
~ @ Ports : l(\_A_/_,) 1 1Pv4 Address Poot ™1 1x 7] | Ledevies
I 8GP —
ﬁ‘h Chassis : e e l : o BGP Pe=r 1
\ | IPv4 1
~ €8 Protocols ! [ Ethernet 1
Classic Framework b e s e e s e e SNTRER ST T
1

Fig 2.8 Brings up all protocol stacks

2.9 Configure Traffic:

v' Traffic Wizard helps to integrate the options for traffic configuration in the control plane and

data plane of IxNetwork, thereby facilitating quick setup of large scale testing.

&3 Scenario
e Ports Add % L2-3 Traffic Items

o Chassis = ot
B Protocols Click

L2-3 Traffic

Classic Framework
@ Protocol Interfaces

Add g* 12-3 Quick Flow Groups
@ Static

ks i
&/ &
L L

NextGen Framework
@ Ethernet
@ P
B BGP Peer

Add .g L4-7 AppLibrary Traffic

#B Captures
[ ][ seectviews. |

Fig 2.9 Configures L2-3 traffic item
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2.10 Add Endpoints to Traffic:
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v" The Endpoints dialog box is the first dialog box in a series that form the Advanced Traffic Wizard.
To access the Endpoints dialog box, click the Endpoints tab in the left pane of Advanced Wizard

window.

v' The Endpoints dialog box shows the options to select the traffic endpoints.

E Advanced Traffic Wizard

O X

o

| Max #of PNLabelStack | 2|

= Traffic Item =—————————— —— Source [ Destination Endpoints
Packet / QoS S
Traffic Name \Trafﬁc Item 1 | Traffic Group [ Tag Filters i None selected v \
| >g Flow Group Setu [ = e ——T—1
[ i Type of Traffic |IPv4 "] Source \Aﬂ ‘ T 8 Destination ‘ i |l ? Q M
H Frame Setup —— Traffic Mesh Select Multiple Ports ~ Select Multiple Ports ~
‘© Rate Setup Source/Dest, One - One TJ' > @ Alports > & AlPorts
‘ | v ¥ Topology 1 » [] Topology 1
é Flow Tradking Routes/Hosts | One - One Aj‘ v [¥] Device Group 1 v [¥] Topology 2
= [ Bi-Directional v [¥] Network Group 1 v [¥] Device Group 2
[ C'_:Q Protocol Behaviors Oa i Destined [®|Basic IPv4Addresses 1-. v [¥] Network Group 2
¢ LR SIS O ‘ ¥|BasicIPv4Addresses 2-Al.. ﬂ
=Y Preview » [] Topology 2 [ Pv4 2
E |
Validate -
Select Source and
Destination Endpoints

Update Endpoints Set

1‘ \ Encapsulation | Source Endpomts Deshnabon Endpomb: \ Trafﬁc Groupsfl'ags \
| * ‘ v Name: EndpointSet-1

*1”’:‘ <New>  <New>
| I——

Number of hosts per Route ‘

<New>

None selected

[¥] Merge Destination Ranges

Uncheck this option to test overlapping
VPN addresses

Finish Cancel

Fig 2.10 Configures source and destinations endpoints set
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2.11 Edit Packet and Setup Flow Groups:

v Editing the packet and setting up flow groups is optional.

[ Advanced Traffic Wizard * (m] X

@ Endpoints ‘ Packet’7 QoS IxXNetwork

| ) All Encapsulations (©) per Encapsulation
et / Q0S s : :
{a Recer{ges [62=] encapsuaton | TxPort | Ethernet I : Ethernet-Type | EthernetIl :PFC Queue | IPv4:IPPriority | IPv4:TTL (Time to

I | | ¥ Name: EndpointSet-1
QE: Flow Grotp Se e F : <Auto>800 Default (0) 64
B Frame Setup 3
‘@ Rate Setup [« — i >
1 é B T Per Encapsdaﬁon tt'ngs will be applied to: EndpointSet-1 / Ethernet II‘.'I.P.V4 (Note: Field tracking is applied to all encapsulations)
B I &l5ks : Field Lookup: B ~ Go to Stack Diagram 5
@ Protocol Behaviors [T —~ | value
' 7 [~ Click Expand all tree protocols length: 84
Egy Preview [ | > E Ethernet IT fode
< L R P
= Validate i1 X Payload Increment Byte
> E Ethernet II (Trailer)
*Qptional stepUse the Advanced Traffic
WizardPacket/QoS dialog to view
endpoint sets and configure packet fields
including Quality of Service (QoS) fields.
FHexview [ K K 4 [ + | b D - | Frame | Offset: D | Length : 64Byte(s)
— Click Next - ©
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 \ Sie>, | Inoress [ Eoress M Latency Bins
Prev Finish Cancel Help
i Advanced Traffic Wizard * [m] x
Endpoints *Qptional step. Use windowo create flows groups that
) All Encapsulations (©) Per Encapsulat]
Packet / QoS enepsiston | ot | DeEIP to create groups of flows based uporiesetable

| ¥ Name: EndpointSet-1

packet fields. One flow group/higbvel stream is created
for each selected field.

Flow Group Setup T

Frame Setup

Rate Setup

Flow Tracking

- Teate Flow Groups Bas
None (use default distribution)

[] src/Dest Endpoint Pair

] RxPort

[] Frame Size (for incrementing only)

| [] Ethernet II : Destination MAC Address

[ [[] Ethernet II : Source MAC Address

‘ D Ethernet II : Ethernet-Type

[

|

|

Protocol Behaviors A flow group provides the ability to control rate and frame size per unique value of the fields
selected from the list.

Preview

BOBOB x|

auy it works: Checking QoS for example, the distribution will look like in the diagram below

YA validate

<]

-
Flow
Group 1

[] Ethernet II : PFC Queue
[] 1Pv4: Precedence

[] 1Pv4: Source Address

[] 1Pv4: Destination Address

Help

Fig 2.11 Customizing the packet and creating flow groups
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2.12 Setup Frame Size and Rate:
v Setting up the frame Size and Line rate is optional.
[iw Advanced Traffic Wizard * a x
Endpoints S IxNetwork
All Encapsulations (©) Per Encapsulation
@ Packet / QoS XEE Tx Port ‘ Frame Size ‘ CRC ‘ Payload ‘ Preamble Size ‘
| Flow Group Setup ‘i‘*;l v Name: EndpointSet-1
|
e~
@ Rate Setup
Per Encapsulation - Settings will be applied to: EndpointSet-1 / Ethernet I1.IPv4
é Flow Tracking = s
Frame Siz: Y
@ Protocol Behaviors (@) Fixed Type [Increment Byte M|
@ Preview () Increment = Edit Frame Size |
= : () Random @
validate
) Quad Gaussian
O nito || Disparity Errors
Retrieve Frame Size
[¥] Use Control Plane Frame Size, if available
i ble Size
@) Auto
(©) custom bytes
Prev Cancel Help
W Advanced Traffic Wizard * ] x
Endpoints | Rate ety IXNetwor
@) All Encapsulations (©) Per Encapsuiation
Paicket / QoS | sz Tx Port j Encapsulation j Transmission ‘ Target Rate ‘ Target Rate Distribution |
Flow Group Setup ;;1 "1 ¥ Name: EndpointSet-1 J
! | |
Frame Setup i
|
© EET

é Flow Tracking

@_'D Protocol Behaviors

&
B

Preview

e d

Traffic Item Ti
(©) Interleaved

() Sequential

The Interleaved Transmit mode will interleave the
packets from each Flow Group when sending Traffic

= Flow Group Tr iSSiH

(©) Continuous

Select Line Rate

() Layer2 Bit Rate

Retrieve Rats

[¥] Use Control Plane Rate, if available

_) Fixed Packet Count

_) Fixed Iteration Count

Per Encapsulation - Settings will be applied to: EndpointSet-1 / Ethernet II.IPv4

Start Delay

Minimum Gap

: ) Fixed Duration

') Burst {(Auto)

) Burst (Custom)

How it will look on the wire:

Rate Distri i

127} bytes

DEEDHEDEEDEE

Apply rate on all ports
) Split rate evenly among ports

Flow Groups:
) Apply port rate to all Flow Groups

(@) split port rate evenly among Flow Groups

Cancel

Help

Fig 2.12 Setting up the frame size and line rate of the traffic
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2.13 Setup Flow Tracking and Protocol Behavior:

v Setting up the flow tracking and Protocol Behavior is optional.

M Advanced Traffic Wizard * [m] X
@ Endpoints | Flow Tracking IxNetwork
| —Track Flows by - §——Custom Override
@ Packet / QoS ] Traffic item -k
Source /Dest Endpoint Pair - .
E>E: Flow Group Setup :D Source/Dest Value Pair |
| Source/Dest Port Pair | b
m Frame Setup D /D 3 ‘ 2
[[] source Endpoint ‘
@ Rate Setup [0 Dest Endpoint " =
|] source Port alues
é Flow Tracking ,l:l Intended Rx Ports B
[O] Traffic Group / Tag
%—ﬁ: Protocol Behaviors [C] MPLS Flow Descriptor i
= ] Frame Size Select Option Flow Tracking )
@ Preview ] Flow Group |

D AVB Stream Name

D Dest Session Description

|:| 1IPv4 Destination MAC Flow Descriptor
|C] Ethernet II : Destination MAC Address

) Etharnat I 1 Covern MAC Addennn

Validate

||||l

= Latency Bin |
il cmatile = g _| Enable Latency Bin Measurements

mbers of Bins 8 Minimum step size: 0.02 us

*Qptional stepUse this window to configure flow tracking =
for all flow groups. For every field you track flows by, a flow

will be created for each flow group. For example, if you
enable fow tracking on two fids inan endpoint set with
two flow groupsfour flows will be created. These flows ca
be viewed individually in the Statistics Window section.

U=

Ingress || Egress [l Latency Bins o

Prev Einish Cancel Help

W Advanced Traffic Wizard * (] x

@ Endpoints Il Protocol Behaviors !E(Netwofk

a Packet / QoS

Flow Group Setup

Enabling "Dynamic Fields” allows IxNetwork to update the corresponding traffic
packet fields on the fly with the information learned from protocols

Frame Setup

Rate Setup Click to Update traffic
on the fly with the information

Flow Tracking learned from Protocols

Protocol Behaviors

Preview |

Signaling
Protocols

GUI/AP!

Label
validate [ TransportLsp: |rsvP, Basic LOP ~]
[
Inter AS/Region LSP:  [BGP (RFC 3107), Targeted LDP ~1

| = LISP RLOC Ordinal Value Preference

Ordinal Value \7 0/ For out of bound value last available RLOC will be used

| = Open Flow Preference

| I Enable Open Flow l}
| — lection for EVPN uni traffic destined to Multi-h d CE
|\ Ordinal Value | 0"\ In dassic, first nexthop is used for out of bound ordinal. NGPF will give it multicast treatment
| _
Multicast
| Number of VLANSs in stack used for multicast replication: |1 I

Multicast forwarding mode: ]Repﬁcaﬁon - ]

Prev Einish

Cancel Help

Fig 2.13 Setting up the flow tracks and traffic update option
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Fig 2.14 Viewing the flow groups and validating the traffic
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2.15 Apply Traffic, Start Traffic, and Statistics View:
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Fig 2.15.1 Check for traffic item statistics
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3. Configure BGP through Automation (REST API):

This section provides a walk-through to reproduce the BGP emulation scenario by using Python to send
REST API.

3.1 Initialize Environment:

Requirement: Python2.7 - 3.6 and Python modules “requests”
Import Rest APl Packages “pip install ixnetwork”

3.2 Add Chassis and Lock Ports:

import json
import requests

def waitForComplete(response, sessionUrl, timeout=90):

if response.json().has_key("errors"):
print(response.json()["errors"][0])
return 1

print("\n", sessionUrl)

print("\t\tState:", response.json()["state"])

while response.json()["state"] == "IN_PROGRESS" or response.json()["state"] == "down":
if timeout == 0:

return 1

time.sleep(1)

response = requests.get(sessionUrl)

state = response.json()["state"]

print("\t\tState:", state)

timeout = timeout - 1

return 0

def getVportMapping(portNumber):
for vport in vportList:
response = requests.get(vport , verify=False)
connectedTo = response.json()["connectedTo"]
chassisld = connectedTo.split("/")[8]
card = connectedTo.split("/")[10]
portNum = connectedTo.split("/")[12]
port = chassisld+"/"+card+"/"+portNum
if port == portNumber:
print "\nReturing vport:", vport
return vport
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The connection session ID:
root = “http://10.154.162.75:11009/api/v1/sessions/1/ixnetwork”
REST APl Command syntax:
‘Xpath’  : REST APl path on IxN - [“http://10.154.162.75:11009/api/v1/sessions/1/ixnetwork”]
‘data’ :data input for REST command should be passed in json format as - “json.dumps({})”
‘headers’ : header to be used for all REST commands - {'content-type': ‘application/json'}
‘verify’  :verify set to ‘False’ to disable the SSL Certificate
REST commands used in general - GET, POST, PATCH , DELETE , OPTIONS
GET : GET command is used to retrieve the configurations on IxNetwork
POST : POST command is used to create/configure new configurations on IxNetwork
PATCH :PATCH command is for modifying existing configurations on IxNetwork
DELETE :DELETE command is for Deleting the configurations on IxNetwork
OPTIONS : OPTIONS command is for viewing available APl command options under given ‘xpath’
response = requests.REST( ‘<xpath>", data=json.dumps({}), headers = {'content-type': ‘application/json'} )

Create blank configuration:

# To create new configuration or remove existing configuration use the POST command with xpath
root+'/operations/newconfig' followed by the headers

response = requests.post(root+'/operations/newconfig’,
headers={'content-type': 'application/json'}, verify=False)

Create virtual port 1:

# To create new vport use the POST command with xpath root+'/vport' followed by the headers

response = requests.post(root+'/vport', headers={'content-type': ‘application/json'}, verify=False)

Create virtual port 2:

# To create new vport use the POST command with xpath root+'/vport' followed by the headers

response = requests.post(root+'/vport', headers={'content-type': 'application/json'}, verify=False)

Get a list of virtual ports:

# To retrieve all available/configured vports use the GET with xpath root+'/vport' followed by the headers
response = requests.get( headers={'content-type': 'application/json'}, verify=False)
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# vportlist is a list of virtual ports configured.
vportlist = ["%s/vport/%s" % (root, str(i["id"])) for i in response.json()]
Assign ports:

# To assign physical ports to vports use the POST command with xpath root+'/operations/assignports’
followed by the json.dumps() data input and headers

response = requests.post(root+'/operations/assignports’,
data=json.dumps({'arg1': [{'arg1'": '10.39.64.132", 'arg2': '1', 'arg3': '1'},
{'arg1': '10.39.64.132", ‘arg2": '1', 'arg3": '2'}],
‘arg2': [],'arg3": vportList,'arg4’": 'true'}),
headers={'content-type': 'application/json'}, verify=False)

DEE @ % D2 ® 5 %+ IxNetwork (TCL:8009 SDM:3009 REST:11009 REST 54
Home Automation Results / Reports Views Configuration
WER X 3 & Lg” -
~ = _| &
@ ﬁ Unassign Selected 8
Add  Add Offline Delete IxVM Deployment Virtual Chassis | Connect Release Link Reboot Capture License
Ports ~ Ports Wizar Builder All = All» (I Assign Selected Up/Down~ CPU~ Setting
Add/Remove Ownership Actions License
Ports ©
ﬂﬂ Overview < m 8
State Name Connection Status Negotiated Speed (Mb... Loopback
=3 Scenario oG
""""""""""""""""""""""""""" 2 U | @ |Ethernet-o002
~ () Ports -
I!h Chassis

Port Assigned )

Fig 3.2: Chassis connected and selected ports are assigned

3.3 Create Topology:

Create BGP-1 Topology:
# To create new topology use the POST command with xpath root+'/topology’ followed by the headers

response = requests.post(root+'/topology’,
headers={'content-type': 'application/json'}, verify=False)

topology1Vports =[]

topology1Vports.append(getVportMapping("1/1/1"))
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# To modify name of topology 1 use the PATCH command with xpath root+'/topology/ followed by the
json.dumps() data input and headers

response = requests.patch(root+'/topology/1’,
data=json.dumps({'"name': 'BGP_1 Topology'}),

headers={'content-type': 'application/json'}, verify=False)

# To map physical ports to topology 1 use the PATCH command with xpath root+'/topology/1' followed by
the json.dumps() data input and headers

response = requests.patch(root+'/topology/1’,
data=json.dumps({'vports': topology1Vports}),
headers={'content-type': 'application/json'}, verify=False)
Create BGP-2 Topology:

# To create new topology, use the POST command with xpath root+'/topology’ followed by the headers

response = requests.post(root+'/topology’,
headers={'content-type': 'application/json'}, verify=False)

topology2Vports =[]
topology2Vports.append(getVportMapping("1/1/2"))

# To modify name of topology 2 use the PATCH command with xpath root+'/topology/2 followed by the
json.dumps() data input and headers

response = requests.patch(root+'/topology/2’,
data=json.dumps({'name’: '‘BGP_2 Topology'}),
headers={'content-type': 'application/json'}, verify=False)

# To map physical ports to topology 2 use the PATCH command with xpath root+'/topology/2' followed by
the json.dumps() data input and headers

response = requests.patch(root+'/topology/2’,

data=json.dumps({'vports': topology2Vports}),
headers={'content-type': 'application/json'}, verify=False)
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Fig 3.3: Topology are added

3.4 Create Device Group:

Create BGP-1 Device Group:

# To create new device group use the POST command with xpath root+'/topology/1/deviceGroup'
followed by the headers

response = requests.post(root+'/topology/1/deviceGroup’,
headers={'content-type': 'application/json'}, verify=False)

# To modify multiplier of device group use the PATCH command with xpath
root+'/topology/1/deviceGroup/1' followed by the json.dumps() data input and headers

response = requests.patch(root+'/topology/1/deviceGroup/1’,
data=json.dumps({'multiplier': 1}),
headers={'content-type': 'application/json'}, verify=False)

# To modify name of device group use PATCH command with xpath
root+'/topology/1/deviceGroup/1' followed by json.dumps() data input and headers

response = requests.patch(root+'/topology/1/deviceGroup/1’,
data=json.dumps({'name': 'BGP_1 Device Group'}),
headers={'content-type': 'application/json'}, verify=False)

Create BGP-2 Device Group:

# To create new device group use the POST command with xpath root+'/topology/2/deviceGroup’
followed by the headers

response = requests.post(root+'/topology/2/deviceGroup’,
headers={'content-type': 'application/json'}, verify=False)
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# To modify multiplier of device group use the PATCH command with xpath
root+'/topology/2/deviceGroup/1' followed by the json.dumps() data input and headers

response = requests.patch(root+'/topology/2/deviceGroup/1’,
data=json.dumps({'multiplier': 1}),
headers={'content-type': 'application/json'}, verify=False)

# To modify name of device group use PATCH command with xpath
root+'/topology/2/deviceGroup/1' followed by json.dumps() data input and headers

response = requests.patch(root+'/topology/2/deviceGroup/1’,
data=json.dumps({'name': 'BGP_2 Device Group'}),
headers={'content-type': 'application/json'}, verify=False)

m BGP_1 Topology
() [mmmmm e - 3

BGP_1 Device
Group
1 device

BGP_2 Topology rt

Fig 3.4: Device groups added to respective topologies

3.5 Create Ethernet Stack:

Create Ethernet Stack-1 on topology-1 device group 1:

# To create new ethernet stack use the POST command with xpath
root+'/topology/1/deviceGroup/1/ethernet’ followed by the headers.

response = requests.post(root+'/topology/1/deviceGroup/1/ethernet’,
headers={'content-type': 'application/json'}, verify=False)

# To retrieve contents of ethernet stack 1 use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1’ followed by the headers.

response = requests.get(root+'/topology/1/deviceGroup/1/ethernet/1’,
headers={'content-type': 'application/json'}, verify=False)
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# To fetch ethernet ‘MAC’ from the GET command response and storing to variable ‘multiValue’
multiValue = response.json()['mac']

# To modify ethernet ‘MAC’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/counter" followed by the json.dumps() data input and
headers.

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/counter”,
data=json.dumps({'start’: '00:01:01:00:00:01",'direction’: 'increment’,
'step’: '00:00:00:00:00:01'"}),
headers={'content-type': 'application/json'}, verify=False)

# To modify name of ethernet stack use the PATCH command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1' followed by the json.dumps() data input and headers

response = requests.patch(root+'/topology/1/deviceGroup/1/ethernet/1’,
data=json.dumps({'name’: 'ethernet1'}),
headers={'content-type': 'application/json'}, verify=False)

# To retrieve contents of ethernet stack 1 use the GET command with xpath
(root+'/topology/1/deviceGroup/1/ethernet/1’ followed by the headers.

response = requests.get(root+'/topology/1/deviceGroup/1/ethernet/1",
headers={'content-type': 'application/json'}, verify=False)

# To fetch ethernet ‘MTU’ from the GET command response and storing to variable ‘multiValue’
multiValue = response.json()['mtu’]

# To modify ethernet ‘MTU" use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and

headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value': 1500}),
headers={'content-type': 'application/json'}, verify=False)

Create Ethernet Stack-1 on topology-2 device group 1:

# To create new ethernet stack use the POST command with xpath
root+'/topology/2/deviceGroup/1/ethernet’ followed by the headers

response=requests.post(root+'/topology/2/deviceGroup/1/ethernet’,
headers={'content-type': 'application/json'}, verify=False)
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# To retrieve contents of ethernet stack 1 use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1’ followed by the headers.

response=requests.get(root+'/topology/2/deviceGroup/1/ethernet/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch ethernet ‘MAC’ from the GET command response and storing to variable ‘multiValue’
multiValue = response.json()['mac']

# To modify ethernet ‘MAC’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/counter" followed by the json.dumps() data input and
headers.

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/counter”,
data=json.dumps({'start': '00:01:03:00:00:01", 'direction: 'increment’,
'step’: '00:00:00:00:00:01'}),
headers={'content-type': 'application/json'}, verify=False)

# To modify name of ethernet stack use the PATCH command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1' followed by the json.dumps() data input and headers

response = requests.patch(root+'/topology/2/deviceGroup/1/ethernet/1’,
data=json.dumps({'name’: 'ethernet2'}),

headers={'content-type': 'application/json'}, verify=False)

# To retrieve contents of ethernet stack 1 use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1’ followed by the headers.

response = requests.get(root+'/topology/2/deviceGroup/1/ethernet/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch ethernet ‘MITU’ from the GET command response and storing to variable ‘multiValue’
multiValue = response.json()['mtu']

# To modify ethernet ‘MTU" use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",

data=json.dumps({'value': 1500}),
headers={"content-type': 'application/json'}, verify=False)
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Fig 3.5: Ethernet stacks added to device groups

3.6 Create Ipv4 Stack:

Creating Ipv4 Stack on topology-1 device group 1:

# To create new IPv4 stack use the POST command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4’ followed by the headers.

response = requests.post(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4’,
headers={'content-type': 'application/json'}, verify=False)

# To retrieve contents of IPv4 stack use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1’ followed by the headers.

response = requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1",
headers={'content-type': 'application/json'}, verify=False)

# To fetch IPv4 “resolveGateway' from the GET command response and storing to variable ‘multiValue’
multiValue = response.json()['resolveGateway']

# To modify IPv4 ‘resolveGateway’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value': True}),
headers={"content-type': 'application/json'}, verify=False)
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# To retrieve contents of IPv4 stack use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1’ followed by the headers.

response = requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1,
headers={'content-type': 'application/json'}, verify=False)

# To fetch IPv4 ‘prefix’ from the GET command response and storing to variable ‘multiValue’

multiValue = response.json()['prefix']

# To modify IPv4 ‘prefix’ use the PATCH command with xpath

'http://10.154.162.75:11009 '+multiValue+"/singleValue" followed by json.dumps() data input and

headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value': 24}),

headers={'content-type': 'application/json'}, verify=False)

# To retrieve contents of IPv4 stack use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1’ followed by the headers.

response = requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1,
headers={'content-type': 'application/json'}, verify=False)

# To fetch IPv4 ‘gatewaylp’ from the GET command response and storing to variable ‘multiValue’
multiValue = response.json()['gatewaylp']

# To modify the IPv4 'gatewaylp’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/counter" followed by json.dumps() data input and headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/counter”,
data=json.dumps({'start’: '100.1.1.100",

.

'direction': 'increment’, 'step': '0.0.0.1'}),
headers={'content-type': 'application/json'}, verify=False)

# To retrieve contents of IPv4 stack use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1’ followed by the headers.

response = requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1",
headers={'content-type': 'application/json'}, verify=False)

# To fetch IPv4 ‘address’ from the GET command response and storing to variable ‘multiValue’
multiValue = response.json()['address']
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# To modify the IPv4 'address’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/counter" followed by json.dumps() data input and headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/counter”,
data=json.dumps({'start’: '100.1.1.1',

I'

'direction': 'increment’, 'step': '0.0.0.1'}),
headers={'content-type': 'application/json'}, verify=False)
Creating Ipv4 Stack on topology-2 device group 1:

# To create new IPv4 stack use the POST command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4' followed by the headers.

response = requests.post(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4’,
headers={'content-type': 'application/json'}, verify=False)

# To retrieve contents of IPv4 stack use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1’ followed by the headers

response = requests.get(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1,
headers={'content-type': 'application/json'}, verify=False)

# To fetch IPv4 ‘resolveGateway' from the GET command response and storing to variable ‘multiValue’

multiValue = response.json()['resolveGateway']

# To modify IPv4 ‘resolveGateway’ use the PATCH command with xpath

'http://10.154.162.75:11009 '+multiValue+"/singleValue" followed by json.dumps() data input and

headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleVValue",
data=json.dumps({'value’: True}),

headers={'content-type': 'application/json'}, verify=False)

# To retrieve contents of IPv4 stack use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1’ followed by the headers

response = requests.get(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1",
headers={'content-type': 'application/json'}, verify=False)

# To fetch IPv4 ‘prefix’ from the GET command response and storing to variable ‘multiValue’

multiValue = response.json()['prefix']
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# To modify IPv4 ‘prefix’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleVValue",
data=json.dumps({'value’: 24}),

headers={'content-type': 'application/json'}, verify=False)

# To retrieve contents of IPv4 stack use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1’ followed by the headers

response = requests.get(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1,
headers={'content-type': 'application/json'}, verify=False)

# To fetch IPv4 ‘gatewaylp’ from the GET command response and storing to variable ‘multiValue’
multiValue = response.json()['gatewaylp']

# To modify the IPv4 'gatewaylp' use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/counter” followed by json.dumps() data input and headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/counter”,
data=json.dumps({'start’: '100.1.1.1",
'direction': 'increment’, 'step’: '0.0.0.1'}),
headers={'content-type': 'application/json'}, verify=False)

# To retrieve contents of IPv4 stack use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1’ followed by the headers

response = requests.get(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1,
headers={'content-type': 'application/json'}, verify=False)

# To fetch IPv4 ‘address’ from the GET command response and storing to variable ‘multiValue’
multiValue = response.json()['address']

# To modify the IPv4 'address' use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/counter"” followed by json.dumps() data input and headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/counter”,
data=json.dumps({'start': '100.1.1.100’,
'direction’: 'increment’, 'step': '0.0.0.1'}),
headers={'content-type': 'application/json'}, verify=False)
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Fig 3.6: IPv4 stacks added to ethernet stacks

3.7 Create BGP:

Create BGP on topology-1 device group 1:

# To create new BgplPv4 protocol use the POST command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer’ followed by the headers

response=requests.post(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer’,
headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "enableBgpld" from GET command response and storing to ‘multiValue’
multiValue = response.json()['enableBgpld']

# To modify the Bgplpv4 "enableBgpld" use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value’: True}),
headers={'content-type': 'application/json'}, verify=False)
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# To modify ‘bgplpv4Peer’ name use the PATCH command with xpath

root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1' followed by json.dumps() data input

and headers
response=requests.patch(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
data=json.dumps({'"name': 'TopolBgp'}),

headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "holdTimer" from GET command response and storing to ‘multiValue’

multiValue = response.json()['holdTimer']

# To modify BgplPv4 ‘holdTimer’ use the PATCH command with xpath

'http://10.154.162.75:11009 '+multiValue+"/singleValue" followed by json.dumps() data input and

headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value’: 90}),

headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "dutlp" from GET command response and storing to ‘multiValue’

multiValue = response.json()['dutlp']

# To modify BgplPv4 ‘dutlp’ use the PATCH command with xpath

'http://10.154.162.75:11009'+multiValue+"/counter" followed by json.dumps() data input and headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/counter”,
data=json.dumps({'start': '100.1.1.100',

'direction': 'increment’, 'step': '0.0.0.1'}),
headers={"content-type': 'application/json'}, verify=False)
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# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

7’

# To fetch Bgplpv4 "enableGracefulRestart" from GET command response and storing to ‘multiValue

multiValue = response.json()['enableGracefulRestart']

# To modify BgplPv4 ‘enableGracefulRestart’ use the PATCH command with xpath

'http://10.154.162.75:11009 '+multiValue+"/singleValue" followed by json.dumps() data input and

headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleVValue",
data=json.dumps({'value': False}),

headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "restartTime" from GET command response and storing to ‘multiValue’

multiValue = response.json()['restartTime']

# To modify BgplPv4 ‘restartTime’ use the PATCH command with xpath

'http://10.154.162.75:11009 '+multiValue+"/singleValue" followed by json.dumps() data input and

headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value': 45}),

headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "type" from GET command response and storing to ‘multiValue’
multiValue = response.json()['type']

Page | 32



IXIa | ks

# To modify BgplPv4 ‘type’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value’: 'internal'}),
headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "enableBgpldSameasRouterld" from GET command response and storing to
‘multiValue’

multiValue = response.json()['enableBgpldSameasRouterld']

# To modify BgplPv4 ‘enableBgpldSameasRouterld’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value’: True}),
headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "staleTime" from GET command response and storing to ‘multiValue’
multiValue = response.json()['staleTime']

# To modify BgplPv4 ‘staleTime’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",

data=json.dumps({'value': 0}),
headers={"content-type': 'application/json'}, verify=False)
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# To retrieve details of BgplPv4 protocol configured use the GET command with xpath

root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "flap" from GET command response and storing to ‘multiValue’
multiValue = response.json()['flap']

# To modify BgplPv4 ‘flap’ use the PATCH command with xpath

'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and

headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value’: ['false’, 'false’, 'false’, 'false']}),
headers={'content-type': 'application/json'}, verify=False)

Create BGP on topology-2 device group1:

# To create new BgplPv4 protocol use the POST command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer’ followed by the headers

response=requests.post(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer’,
headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/1/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "enableBgpld" from GET command response and storing to ‘multiValue’
multiValue = response.json()['enableBgpld']

# To modify the Bgplpv4 "enableBgpld" use the PATCH command with xpath

'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and

headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value’: True}),
headers={'content-type': 'application/json'}, verify=False)
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# To modify ‘bgplpv4Peer’ name use the PATCH command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’ followed by json.dumps() data input
and headers

response = requests.patch(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
data=json.dumps({'name': 'Topo2Bgp1'}),
headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "holdTimer" from GET command response and storing to ‘multiValue’
multiValue = response.json()['holdTimer']

# To modify BgplPv4 ‘holdTimer’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value’: 90}),
headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "dutlp" from GET command response and storing to ‘multiValue’
multiValue = response.json()['dutip']

# To modify BgplPv4 ‘dutlp’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/counter" followed by json.dumps() data input and headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/counter”,
data=json.dumps({'start’: '100.1.1.1",
'direction': 'increment’,'step": '0.0.0.1'}),
headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers
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response=requests.get(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "enableGracefulRestart" from GET command response and storing to ‘multiValue’

multiValue = response.json()['enableGracefulRestart']

# To modify BgplPv4 ‘enableGracefulRestart’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value’: False}),
headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "restartTime" from GET command response and storing to ‘multiValue’
multiValue = response.json()['restartTime']

# To modify BgplPv4 ‘restartTime’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleVValue",
data=json.dumps({'value’: 45}),
headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "type” from GET command response and storing to ‘multiValue’
multiValue = response.json()['type']

# To modify BgplPv4 ‘type’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers
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response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value’: 'internal'}),
headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "enableBgpldSameasRouterld” from GET command response and storing to
‘multiValue’
multiValue = response.json()['enableBgpldSameasRouterld']

# To modify BgplPv4 ‘enableBgpldSameasRouterld’ use the PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value’: True}),

headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch Bgplpv4 "staleTime” from GET command response and storing to ‘multiValue’

multiValue = response.json()['staleTime']

# To modify BgplPv4 ‘staleTime’ use the PATCH command with xpath

'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and

headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value': 0}),

headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of BgplPv4 protocol configured use the GET command with xpath
root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/ followed by the headers

response=requests.get(root+'/topology/2/deviceGroup/1/ethernet/1/ipv4/1/bgplpv4Peer/1,
headers={'content-type': 'application/json'}, verify=False)
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# To fetch Bgplpv4 "flap” from GET command response and storing to ‘multiValue’
multiValue = response.json()['flap']
# To modify BgplPv4 ‘flap’ use the PATCH command with xpath

'http://10.154.162.75:11009'+multiValue+"/singleValue" followed by json.dumps() data input and
headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/singleValue",
data=json.dumps({'value’: False}),
headers={'content-type': 'application/json'}, verify=False)

/\ ’\ BGP_1 Topology
: - (oo mmEm e e 5

BGP_2 Device | 15
Group —
1 device

Details for Topo2Bgp1 jE
Protacol Settings > | BGP Peer | Global Setings > < BGP Peer |

Grouping Device Group Topology | Device# ‘ Session Info ‘ Status Active | Router 1D| FSM State | Local IP ‘ DUT IP ‘ Enable BGP ID | BGP ID Same as Router ID ‘ BGP ID ‘ Type ‘ Local

BGP_2 Devi... BGP_2 Topology | [l 1 Not Started 193.0.0.1 100.1.1.100 100.1.1.1 193.0.0.1 Internal 0
=] Ethernet - 002 BGP_2 Devi... BGP_2 Topology b H #1 (@ Mot Started 183.0.0.1 None 100.1.1.100 100.1.1.1 Internal 0

Fig 3.7: BGP stacks added to ipv4 stacks

3.8 Create Network Group:

Create Network Group on topology-1 device group1:

# To create new network group, use POST Command with xpath
root+'/topology/1/deviceGroup/1/networkGroup' followed by the headers

response=requests.post(root+'/topology/1/deviceGroup/1/networkGroup’,
headers={'content-type': 'application/json'}, verify=False)

# To modify the name of network group use PATCH command with xpath
root+'/topology/1/deviceGroup/1/networkGroup/1' followed by json.dumps() data input and headers

response = requests.patch(root+'/topology/1/deviceGroup/1/networkGroup/1’,
data=json.dumps({'name': 'BGP_1_Network _Group1'}),
headers={'content-type': 'application/json'}, verify=False)

# To modify the multiplier of network group use PATCH command with xpath
root+'/topology/1/deviceGroup/1/networkGroup/1' followed by json.dumps() data input and headers
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response = requests.patch(root+'/topology/1/deviceGroup/1/networkGroup/1’,
data=json.dumps({'multiplier': 1}),
headers={'content-type': 'application/json'}, verify=False)
# To create IPv4 Prefix Pool for network group use POST command with xpath
root+'/topology/1/deviceGroup/1/networkGroup/1/ipv4PrefixPools' followed by json.dumps() data input
and headers
response=requests.post(root+'/topology/1/deviceGroup/1/networkGroup/1/ipv4PrefixPools’,
headers={'content-type': 'application/json'}, verify=False)
# To retrieve details of configured IPv4 Prefix Pool on network group use GET command with xpath

root+'/topology/1/deviceGroup/1/networkGroup/1/ipv4PrefixPools/1’ followed by the headers

response=requests.get(root+'/topology/1/deviceGroup/1/networkGroup/1/ipv4PrefixPools/1",
headers={'content-type': 'application/json'}, verify=False)

# To fetch ipv4PrefixPools "networkAddress" from GET command response and storing ‘multiValue’
multiValue = response.json()['networkAddress']

# To modify the ipv4PrefixPools "networkAddress" value use PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/counter" followed by json.dumps() data input and headers

response = requests.patch('http://10.154.162.75:11009"+multiValue+"/counter”,
data=json.dumps({'start': '160.1.0.0','direction’: 'increment’,'step': '0.0.0.1'}),
headers={'content-type': 'application/json'}, verify=False)

Create Network Group on topology-2 device group 1:

# To create new network group use POST Command with xpath
root+'/topology/2/deviceGroup/1/networkGroup' followed by the headers

response=requests.post(root+'/topology/2/deviceGroup/1/networkGroup’,
headers={'content-type': 'application/json'}, verify=False)

# To modify the name of network group use PATCH command with xpath
root+'/topology/2/deviceGroup/1/networkGroup/1' followed by json.dumps() data input and headers

response = requests.patch(root+'/topology/2/deviceGroup/1/networkGroup/1’,

data=json.dumps({'name’': 'BGP_2_Network_Group1'}),
headers={"content-type': 'application/json'}, verify=False)
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# To modify the multiplier of network group use PATCH command with xpath
root+'/topology/2/deviceGroup/1/networkGroup/1' followed by json.dumps() data input and headers
response = requests.patch(root+'/topology/2/deviceGroup/1/networkGroup/1’,

data=json.dumps({'multiplier': 1}),
headers={'content-type': 'application/json'}, verify=False)

# To create IPv4 Prefix Pool for network group use POST command with xpath

root+'/topology/2/deviceGroup/1/networkGroup/1/ipv4PrefixPools' followed by json.dumps() data input

and headers

response=requests.post(root+'/topology/2/deviceGroup/1/networkGroup/1/ipv4PrefixPools’,
headers={'content-type': 'application/json'}, verify=False)

# To retrieve details of IPv4 Prefix Pool on network group use GET command with xpath

root+'/topology/1/deviceGroup/1/networkGroup/1/ipv4PrefixPools/1’ followed by the headers

response=requests.get(root+'/topology/2/deviceGroup/1/networkGroup/1/ipv4PrefixPools/1’,
headers={'content-type': 'application/json'}, verify=False)

# To fetch ipv4PrefixPools "networkAddress" from GET command response and storing ‘multiValue’
multiValue = response.json()['networkAddress']

# To modify the ipv4PrefixPools "networkAddress" value use PATCH command with xpath
'http://10.154.162.75:11009'+multiValue+"/counter" followed by json.dumps() data input and headers
response = requests.patch('http://10.154.162.75:11009"+multiValue+"/counter”,

data=json.dumps({'start’: '150.1.0.0','direction’: 'increment’, 'step': '0.0.0.1'}),
headers={'content-type': 'application/json'}, verify=False)
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Fig 3.8 Adding BGP network group to device group

3.9 Start Protocols:

# To start all protocols configured use POST command with xpath root+'/operations/startallprotocols’
followed by headers

response = requests.post(root+'/operations/startallprotocols’,
headers={'content-type': 'application/json'}, verify=False)
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Fig 3.9 Protocol stacks are up
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3.10 Configure Traffic:

Create Traffic Item:

# To create new traffic items use POST command with xpath
root+'/traffic/trafficltem’' followed by headers

response = requests.post(root+'/traffic/trafficltem’,
headers={'content-type': 'application/json'}, verify=False)

# To modify the name of the traffic item 1 use PATCH command with xpath root+'/traffic/trafficltem/1’
followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic/trafficltem/1",
data=json.dumps({'"name': 'BGP topol to topo2'}),
headers={'content-type': 'application/json'}, verify=False)

# To modify traffic item 1 'srcDestMesh' use PATCH command with xpath root+'/traffic/trafficltem/1'
followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic/trafficltem/1",
data=json.dumps({'srcDestMesh': ‘one-to-one'}),
headers={'content-type': 'application/json'}, verify=False)

# To modify traffic item 1 'allowSelfDestined' use PATCH command with xpath root+'/traffic/trafficltem/1’
followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic/trafficltem/1’,
data=json.dumps({'allowSelfDestined': False}),
headers={'content-type': 'application/json'}, verify=False)

# To modify traffic item 1 'trafficType' use PATCH command with xpath root+'/traffic/trafficltem/1'
followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic/trafficltem/1’,
data=json.dumps({'trafficType': 'ipv4'}),
headers={'content-type': 'application/json'}, verify=False)

# To modify traffic item 1 'routeMesh' use PATCH command with xpath root+'/traffic/trafficltem/1’
followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic/trafficltem/1",

data=json.dumps({'routeMesh': ‘'oneToOne'}),
headers={"content-type': 'application/json'}, verify=False)
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# To modify traffic item 1 'biDirectional’ use PATCH command with xpath root+'/traffic/trafficltem/1'
followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic/trafficltem/1",
data=json.dumps({'biDirectional’: True}),
headers={'content-type': 'application/json'}, verify=False)

Create Endpoints:

# To create endpointSet for the traffic item use POST command with xpath
root+'/traffic/trafficltem/1/endpointSet’ followed by headers

response = requests.post(root+'/traffic/trafficltem/1/endpointSet’,
headers={'content-type': 'application/json'}, verify=False)

# To modify the endpoint set ‘sources’ use PATCH command with xpath
root+'/traffic/trafficltem/1/endpointSet/1' followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic/trafficltem/1/endpointSet/1’,
data=json.dumps({'sources':
[root+'/topology/1/deviceGroup/1/networkGroup/1/ipv4PrefixPools/1']}),
headers={'content-type': 'application/json'}, verify=False)

# To modify the endpoint set ‘name’ use PATCH command with xpath
root+'/traffic/trafficltem/1/endpointSet/1' followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic/trafficltem/1/endpointSet/1’,
data=json.dumps({'"name’: 'FlowGroup-1'}),
headers={'content-type': 'application/json'}, verify=False)

# To modify the endpoint set ‘destinations’ use PATCH command with xpath
root+'/traffic/trafficltem/1/endpointSet/1' followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic/trafficltem/1/endpointSet/1’,
data=json.dumps({'destinations’:
[root+'/topology/2/deviceGroup/2/ethernet/1/ipv4/1']}),
headers={'content-type': 'application/json'}, verify=False)

# To modify the traffic item transmissionControl ‘type’ use PATCH command with xpath
root+'/traffic/trafficltem/1/configElement/1/transmissionControl’ followed by json.dumps() data input
and headers

response = requests.patch(root+'/traffic/trafficltem/1/configElement/1/transmissionControl’,
data=json.dumps({'type': 'fixedFrameCount'}),

headers={"content-type': 'application/json'}, verify=False)
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# To modify the traffic item transmissionControl ‘frameCount’ use PATCH command with xpath
root+'/traffic/trafficltem/1/configElement/1/transmissionControl’ followed by json.dumps() data input
and headers

response = requests.patch(root+'/traffic/trafficltem/1/configElement/1/transmissionControl’,
data=json.dumps({'frameCount': 50000}),
headers={'content-type': 'application/json'}, verify=False)

# To modify the traffic item frameRate ‘rate’ use PATCH command with xpath
root+'/traffic/trafficltem/1/configElement/1/frameRate’ followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic/trafficltem/1/configElement/1/frameRate’,
data=json.dumps({'rate': 88}),
headers={'content-type': 'application/json'}, verify=False)

# To modify the traffic item frameRate ‘type’ use PATCH command with xpath
root+'/traffic/trafficltem/1/configElement/1/frameRate’ followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic/trafficltem/1/configElement/1/frameRate’,
data=json.dumps({'type': 'percentLineRate'}),
headers={'content-type': 'application/json'}, verify=False)

# To modify the traffic item frameSize ‘fixedSize’ use PATCH command with xpath
root+'/traffic/trafficltem/1/configElement/1/frameSize’ followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic/trafficltem/1/configElement/1/frameSize’,
data=json.dumps({'fixedSize': 512}),
headers={'content-type': 'application/json'}, verify=False)

# To modify the traffic item ‘tracking’ use PATCH command with xpath
root+'/traffic//trafficltem/1/tracking’ followed by json.dumps() data input and headers

response = requests.patch(root+'/traffic//trafficltem/1/tracking’,

data=json.dumps({'trackBy': ['flowGroup0', 'sourceDestValuePairQ']}),
headers={"content-type': 'application/json'}, verify=False)
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Fig 3.10 L2-3 Traffic configured with the specified options

3.11 Start Traffic and Stop Traffic:

# To apply all configured traffic items, use POST command with xpath root+'/traffic/operations/apply’
followed by json.dumps() data input and headers

response = requests.post(root+'/traffic/operations/apply’,
data=json.dumps({'arg1': root+'/traffic'}),
headers={'content-type': 'application/json'}, verify=False)
# Wait till all configured traffic items configurations are applied
waitForComplete(response, root+"/traffic/operations/apply"+response.json()["id"])
# To start all configured traffic items, use POST command with xpath root+'/traffic/operations/start’
followed by json.dumps() data input and headers
response = requests.post(root+'/traffic/operations/start’,

data=json.dumps({'arg1': root+'/traffic'}),
headers={'content-type': 'application/json'}, verify=False)
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Fig 3.11 Traffic Started

# To stop all the running traffic items, use POST command with xpath

root+'/traffic/operations/stop’ followed by json.dumps() data input and headers

response = requests.post(root+'/traffic/operations/stop’,
data=json.dumps({'arg1': root+'/traffic'}),
headers={'content-type': 'application/json'}, verify=False)

3.12 Disconnect:

# To delete the IxNetwork REST API session use DELETE command with xpath root

requests.delete(root , headers={'content-type': 'application/json'}, verify=False)
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4. Configure BGP through Automation(Python-Openlxia):

This section provides a walk-through to reproduce the BGP emulation scenario through Openlxia
(Python), which calls the REST API.

4.1 Initialize Environment:

Import the Required Packages and Check for the sanity of the System

Python2.7 - 3.6
Python modules: requests

import sys, traceback

sys.path.insert(0, '../Modules')

from IxNetRestApi import *

from IxNetRestApiPortMgmt import PortMgmt
from IxNetRestApiTraffic import Traffic

from IxNetRestApiProtocol import Protocol
from IxNetRestApiStatistics import Statistics

4.2 Add Chassis and Lock Ports:

forceTakePortOwnership = True
releasePortsWhenDone = False

enableDebugTracing = True

deleteSessionAfterTest = False

ixChassislp = '10.39.64.132'

portlList = [[ixChassislp, '1', '11'], [ixChassislp, '1', '12']]

Connect - Connects to the IxNetwork REST APl server

mainObj = Connect (apiServerlp='192.168.70.3’,
serverlpPort='11009',
serverOs=osPlatform,
deleteSessionAfterTest=deleteSessionAfterTest,
httplnsecure=True

)

connectlxChassis - Connects to the Ixia chassis
portObj = PortMgmt(mainObj)

portObj.connectixChassis(ixChassislp)
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if portObj.arePortsAvailable(portList, raiseException=False) != 0:
if forceTakePortOwnership == True:
portObj.releasePorts(portList)
portObj.clearPortOwnership(portList)
else:
raise IXNetRestApiException('Ports are owned by another user and forceTakePortOwnership is set
to False')

newBlankConfig - Create a new Ix-Network session
mainObj.newBlankConfig()
assignPorts - Assign the ports

portObj.assignPorts(portList)

DEE-@ % P2 @ - W%~ P S xNetwork (TCL:8009 SDM:9009 REST:11009 REST S
Home Automation Results / Reports Views Configuration
& : : % |§ - I Clear Ownership (=] = _\:E %48;‘
g . e s% %] Unassign Selected e =
Add  Add Offline Delete IxVM Deployment Virtual Chassis | Connect Release Link Reboot Capture License
Ports ~ Ports hd Wizari Builder All = Allv  (J Assign Selected Up/Down~ CPU~ b Setting
Add/Remove Ownership Actions License
Ports
g]] Overview < m 8
Connection Status Megotiated Speed (Mb... Loopback
I(E Scenario
~ £ Ports
ﬁ Chassis
Port Assigned '

Fig 4.2: Chassis connected and selected ports are assigned

4.3 Create Topology:

createTopologyNgpf - Adds Topology to the specified protocol object.
protocolObj = Protocol(mainObj, portObj)

topologyObj1 = protocolObj.createTopologyNgpf(portList=[portList[0]],
topologyName="BGP_1 Topology')

topologyObj2 = protocolObj.createTopologyNgpf(portList=[portList[1]],
topologyName="BGP_2 Topology')
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BGP_1 Topology ml BGP_2 Topology

Fig 4.3: Topology are added

4.4 Create DeviceGroup:

createDeviceGroupNgpf - Adds device groups to the specified protocol object.

deviceGroupObj1 = protocolObj.createDeviceGroupNgpf(topologyObj1,
multiplier=1,
deviceGroupName='BGP_1_DeviceGroup')

deviceGroupObj2 = protocolObj.createDeviceGroupNgpf(topologyObj2,
multiplier=1,
deviceGroupName='BGP_2_DeviceGroup')

m BGP_1 Topology
. W (-~ Tt T |

BGP_1 Device

@ Gron

1 device

BGP 2 Topology 1port

BGP 2 Demce Y

&%’ Group

1 device

DeviceGroups are added

Fig 4.4: Device groups added to respective topologies

Page | 49



IXIa | ks

4.5 Create Ethernet Stack:

createEthernetNgpf - Configures the ethernet stack with the Specified Options.

ethernetObj1 = protocolObj.createEthernetNgpf(deviceGroupObj1,
ethernetName="'Ethernet1’,

macAddress={'start": '00:01:01:00:00:01",

'direction’: 'increment’,
'step’: '00:00:00:00:00:01'},
macAddressPortStep="disabled’)

ethernetObj2 = protocolObj.createEthernetNgpf(deviceGroupObj2,
ethernetName="'Ethernet2’,

macAddress={'start": '00:01:02:00:00:01",

'direction’: 'increment’,
'step’: '00:00:00:00:00:01'},
macAddressPortStep="disabled’)

m BGP_1 Topology
: W f(TTTTTTTTT T T )

@ﬁ@ ! ’_D_‘@ :ﬂ’u;DeV|ce

BGP_2 Topology 1 device

|
BGP_2 Device |
|

ﬁ? Group ¥

1 device

Fig 4.5: Ethernet stacks added to device groups
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createlpv4Ngpf - Configures th
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e Ipv4 stack with the Specified Options

ipv40bj1 = protocolObj.createlpviNgpf(ethernetObj1,

ipv4Address={'start’: '1.1.1.1',
'direction’': 'increment’,
'step”: '0.0.0.1"},
ipv4AddressPortStep="disabled’,
gateway={'start": '1.1.1.2',
'direction’: 'increment’,
'step’: '0.0.0.0'},
gatewayPortStep="disabled’,
prefix=24,
resolveGateway=True)

ipv40bj2 = protocolObj.createlpvaNgpf(ethernetObj2,

ipv4Address={'start": '1.1.1.2',
'direction’: 'increment’,
'step’: '0.0.0.1"},
ipv4AddressPortStep="disabled’,
gateway={'start": '1.1.1.1’,
'direction’: 'increment’,
'step': '0.0.0.0'},
gatewayPortStep="disabled’,
prefix=24,
resolveGateway=True)
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BGP_1
Group
BGP_2 Topology

BGP_2 Device
| Group

Details for IPv4 2

BGP_1 Topology

Device
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i

Protocol Settings )<| IPvd | Global Settings )(| IPvd |

Grouping Device Group Topology | Device# | Status | Session Info | Address ‘ Prefix | Gateway 1P| Resolve Gateway | Resolved Gateway MAC | Manual Gateway MAC
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Fig 4.6: IPv4 stacks added to ethernet stacks
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4.7 Create BGP:

configBgp - Configures BGP stack with the specified options

bgpObj1 = protocolObj.configBgp(ipv40bj1,
name = 'bgp_1/,
enableBgp = True,
holdTimer = 90,
dutlp={'start': '1.1.1.2", 'direction’: 'increment’,
localAs2Bytes = 101,
enableGracefulRestart = False,
restartTime =45,
type = 'internal’,
enableBgpldSameasRouterld = True)

bgpObj2 = protocolObj.configBgp(ipv40bj2,
name = 'bgp_2',
enableBgp = True,
holdTimer = 90,

A Keysight
Business

'step”: '0.0.0.0'},

dutlp={'start’: '1.1.1.1", 'direction’: 'increment’, 'step': '0.0.0.0'},

localAs2Bytes = 101,
enableGracefulRestart = False,
restartTime =45,

type = 'internal’,
enableBgpldSameasRouterld = True)

BGP_1 Topology

________________

\

= I

& Group |

BGP_2 Topology 1 device |
,,,,,,,,,,,,,,,,

[

_ BGP.2Device 1y | Topelbop 1

\:[33 Group e 1Pvd 1 : ;

1 device ! ethemetl. Pl

‘ I

Details for Topo2Bgp1 @

Protocol Settings » | BGP Peer | Global Settings > ¢| BGP Peer |

Grouping Device Group Topology Device# Session Info Status Active | Router ID | FSM State | Local P | DUT IP | Enable BGP ID | BGP ID Same as Router ID | BGPID | Type | Local
BGP_2 Devi... BGP_Z Topology | [l 1 NotStarted | ¥ 193.0.0.1 100.1.1.100 100.1.1.1 v v 193.0.0.1 Internal 0
B} Ethernet- 002  BGP_2 Devi.. BGP_2 Topology p H #1 @ MNot Started i 193.0.0.1 None 100.1.1.100 100.1.1.1 | | Internal 0

Fig 4.7: BGP stacks added to ipv4 stacks
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4.8 Create Network Group:

configNetworkGroup -Configures multivalue with specified.

networkGroupObj1 = protocolObj.configNetworkGroup(create=deviceGroupObj1,
name="BGP_1_NetworkGroup1’,
multiplier = 1,
networkAddress = {'start': '200.1.0.0’,
'step’: '0.0.0.1",
'direction’': 'increment'},
prefixLength = 24)

networkGroupObj2 = protocolObj.configNetworkGroup(create=deviceGroupObj2,
name="BGP_2 NetworkGroup1',
multiplier = 100,
networkAddress = {'start': 200.1.0.0’,
'step’: '0.0.0.1",
'direction': 'increment'},
prefixLength = 24)

m BGP_1 Topology
fmmmmmm e mmm e mmm e e m e —— ]

. 1
BGP_1 Device | BGP_1_Network_ |

i

[

x

[ ~

ﬁ | @ Group W | /f\ \) Group1 |
! - h (

‘ | Ldedee || 217 11wt Address Pool | ]

TopolBgp I BGp |

BGP_2 Topology

gt . S X
| | |

e T T T 1 q | qm ! 1
o BGP_2_Network_ | <, BGP_2 Device - 1y — | {3 | |

TN Groupt om H}’;’ Group I } : 1Pl |

1! 1P T 1 device ls ethemet1 |

i v4 Address Pool | } y : L J

|| BGP I Topo2Bgpl (| 4o 00 mmmmmmm e e e

|
|

| Pu2 | |
|

Q ethernet?2 |

Details for BGP_2_Network_Group1

JV Network Group T IPv4 Address Pools \[ BGP IP Route Range ) Network GrOUpS are added

Ports # Enabled ‘
1 ranges
Bl Ethernet- 002 #1

Fig 4.8 Adding BGP network group to device group
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4.9 Start Protocols:

startAllProtocols - Start all the protocols configured in the test session
protocolObj.startAllProtocols()
verifyAllProtocolSessionsNgpf — To Verfiy Protocols are up

protocolObj.verifyAllProtocolSessionsNgpf()

m BGP_1 Topology
r [, A
= % (>=] {1 BGP_1 Device | N BGP_1_Network_ | |
| &3 Group ) Kl": ) SN Groupt (]
e B@P2Topolegy & | ey 17" 11Pvd Address Pool | (
i . ! I BGP ,\
|1 BGP2Network T o I L = = e |
I : / \) Group1 L 63 Group | :
X :
: ! (K A~ 11Pv4 Address Pool : — |} {EsTe o ]
1 BGP | | —- T W= o= ‘
e 1 port
I
I
X | Protocols are up ]
I
Details for Topo2Bgp1 ¥
Protocol Settings » (‘7 BGP Peer | Global Settings )(I BGP Peer \‘ m
Grouping | Device Group Topology | Device# | Session Ian er ID | FSM State ‘ Local IP | DUT P ‘ Enable BGP ID | BGP ID Same as Router ID ‘ BGP ID | Type | Local AS# (2-Byte|
=] Topo2Bgpl: 1 pi BGP_2 Devi... BGP_2 Topology [ [l 1 1of 1Up 193.0.0.1 100.1.1.100 100.1.1.1 193.0.0.1 Internal 0
=) Ethernet- 002 BGP_2 Devi... BGP_2 Topology P [l # 1 & Up 1924670.1 Established 100.1.1.100 100.1.1.1 Internal 0

Fig 4.9 Protocol stacks are up

4.10 Configure Traffic:

configTrafficltem - Configures the traffic streams on the specified ports with specified options
trafficObj = Traffic(mainObj)

trafficStatus = trafficObj.configTrafficltem( mode='create’,
trafficltem = {'name’:'Topo1 to Topo2', 'trafficType':'ipv4’,
'biDirectional':True, 'srcDestMesh':'one-to-one’,
'routeMesh':'oneToOne’, 'allowSelfDestined":False,
‘trackBy'": ['flowGroupQ','vlanVlanld0']},
endpoints = [{'name’:'Flow-Group-1','sources’: [topologyObj1],
‘destinations': [topologyObj2]}],
configElements = [{'transmissionType":'fixedFrameCount’,
'frameCount’: 50000, 'frameRate": 88,
'duration’: 10, 'frameRateType': 'percentlineRate’,

'frameSize': 128 }])
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trafficltemObj = trafficStatus[0]
endpointObj = trafficStatus[1][0]
configElementObj = trafficStatus[2][0]
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i

Fig 3.10 L2-3 Traffic configured with the specified options

4.11 Start Traffic and Get Statistics:

startTraffic - Start traffic allows to modify global traffic options

trafficObj.startTraffic(regenerateTraffic=True, applyTraffic=True)

MOEE @ % b2 @ Cis:

Traffic Tools IxNetwork (TCL:8009 SDM:9009 REST:11008 REST Session:1) [default_revathyk.7124.ixncfg]
Home Automation Results / Reports Views Configuration
e ::,) Composer Script + By q :,-) | ‘
i [}; Capture ‘d}' {:3 HE ]
Protocols _ All  QuickTest Add Add Add  Add Resource Test Clear All
. Traffic » M Ports ~ Protocols v Traffic v QuickTests - Manager~ Options  Statistics v
Run Build Statistics
. € m X Traffic » D3 L2-3 Flow Groups
I]ﬂﬂ Overview
["Enabled | Transmit State | Suspend Tx Port Rx Ports Flow Group Name Configured Frame ... | Applied Frame Size Frame Rate Tx port ty...
'(g Scenario » v @p 1 B Traffic Item Name: BGP topol to topo2  TX Mode: Interleaved, Src/Dst Mesh: OneToOne, Route Mesh: OneToOne, Bi-directional
1 v @hmm Ethernet - 001 Ethernet... BGP topol to topo2-FlowGroup-1 - Flow Group 0001 Fixed: 12 Fived: 64 100 fps Ethernet
v O Ports 2 v @knm Ethernet - 002 Ethernet... BGP topol to topo2-FlowGroup-1 - Flow Group 0002 Fixed: 12 Fixed: 64 100 fps Ethernet

i ‘f" ™ Traffic Started

Fig 4.11 Traffic Started

trafficObj.checkTrafficState(expectedState=['stopped'], timeout=45)
getStats - Collect Traffic statistics with the specified options

statObj = Statistics(mainObj)
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stats = statObj.getStats(viewName="Flow Statistics’)

print('\n{txPort:10} {txFrames:15} {rxPort:10} {rxFrames:15}
{frameloss:10}.format(txPort="txPort', txFrames="txFrames', rxPort="rxPort’,
rxFrames="rxFrames’, frameloss='framelLoss’))

print('-'*90)

for flowGroup,values in stats.items():
txPort = values['Tx Port']
rxPort = values['Rx Port']
txFrames = values['Tx Frames']
rxFrames = values['Rx Frames']
frameloss = values['Frames Delta']
print('{txPort:10} {txFrames:15} {rxPort:10} {rxFrames:15}
{frameloss:10}".format(txPort=txPort, txFrames=txFrames,
rxPort=rxPort, rxFrames=rxFrames, framelLoss=framelLoss))
if releasePortsWhenDone == True:
portObj.releasePorts(portList)
mainObj.deleteSession()

5. To Know More on REST API:

v' https://www.youtube.com/watch?v=f3KnTJ6GS1Q
v' https://www.openixia.com/ixNetworkRestOverview/
v'  https://github.com/Openlxia/IxNetwork/tree/master/RestApi/Python/SampleScripts

6. Support:

v For more information: https://support.ixiacom.com/
v' For support assistance, contact : support.ix@keysight.com
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